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Preface
Linux and RPM — A Brief History

Welcome! This is a book aboutthe RedHat PackageManageror, asit is known to
it's friends,RPM. Thehistoryof RPM s inextricably linkedto the history of Linux,
soabit of Linux historymaybein order Linux is afull-featuredimplementatiorof
a UNIX-lik e operatingsystem andhastakenthe computingworld by storm.

And for goodreason— With theadditionof Linux, anintel-basegersonatomputer
thathadpreviously beenprisonerof the dreadedVindows houiglassis transformed
into a fully multitasking,network capable personalwvorkstation All for the costof
thetime requiredto download,install, andconfigure the software.

Of coursejf you're notthetypeto tinkerwith downloadedsoftware,mary companies
have createdCDROMSs containingLinux and associategoftware. The amountof
tinkering requiredwith thesedistributions hasvariedwidely. The phrase'You get
whatyou payfor" is never moretruethanin the areaof Linux distributions.

Onedistribution bearsthe curiousname"Red Hat Linux". Producedoy a compary

of the samename this Linux distribution wasdifferent. Oneof the key decisionsa
new Linux usemeedgo make is which of themary differentpartsof thedistribution

to install on their system.Most distributionsusesomesortof menu,makingit easy
to pick andchoose.RedHat Linux is no different.

But what is differentaboutRed Hat Linux is that the creatorsof the distribution
wantedtheir customerso have thetheability to make thesamechoicedongafterthe
installationprocessvasover. SomecommercialUNIX systemdiave this capability
(called"packagamanagement”andafew Linux distributorsweretrying to comeup
with somethingsimilar, but nonehadthe extensie scopepresenin RPM.

Overtime, RedHat Linux hasbecomehemostpopulardistribution availabletoday
For it to edgeoutthepreviousleader(known asSlackware)in justtwo yearss amaz-
ing. Therehasto beareasorfor thiskind of successandagoodpartof thereasoris
RPM. But until now, therehasbeenprecioudlittle in termsof RPM documentation.
You couldsaythatRPM'’s easeof usehasmadedetailedinstructionspracticallyun-
necessaryandyou’d beright.
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However, therearealwayspeoplethatwantto know moreabouttheircomputersand
giventhe popularityof RedHat Linux, this alonewould have madea bookon RPM
worthwhile. But there’smoreto the storythanthat.

Thereis atruismin theworld of freesoftware thatgoessomethingdik ethis: If there’s
a bettersolutionfreely available,useit! RPM is no exceptionto therule. Putunder
thetermsof the GNU GeneralPublicLicense(Meaning: RPM cannotbe madepro-
prietaryby anyonenotevenBill Gates)RPM startedo attracttheattentionof others
in the Linux, Unix, andfree softwarecommunities.

At presentRPMis usedby severalcommerciakoftwarecompanieproducingLinux

applications.They find thatRPM malkesit easierto gettheir productsnto thehands
of their customersThey alsofind thatit canevenmake the processf building their

softwareeasier (Thoseof you thatdevelopsoftwarefor fun andprofit, stick around
— the secondhalf of this bookwill shov you everythingyou needto know to get
your software"RPM-ized")

Peoplehave alsoportedRPMto sereralcommercialUNIX systemsincludingDEC’s
Digital Unix, IBM’s AIX, andSilicon Graphics’IRIX. Why? The simpleanswelis
thatit malkesit easierto install, upgrade andde-installsoftware. If all thesepeople
areusingRPM, shouldn’tyou?

Parts of the book, and Who They're For

This book is divided into two major sections. The first sectionis for anyonethat
needgo know how to useRPM on their system.Giventhe stateof the Linux arena
today this couldincludejust aboutaryone,including peoplethatarenew to Linux,
or evenUNIX. Sothoseof you thatthink that

Is -FAl !*|less

is seriousmagic (or maybeeven a typing error), relax— we’ll explain everything
you'll needto know in thefirst section.

In thebook’sseconchalf, we’ll becoveringall thereis to know aboutbuilding pack-
agesusingRPM. Sincesoftwareengineeringon Linux andUNIX systemgequires
in-depthknowledgeof the operatingsystem availabletools,andbasicprogramming
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conceptsye’regoingto assumehatthereadethassufficientbackgroundn thesear-
eas.Feelfreeto browsethroughtheseconchalf, but don’t hesitateao seekadditional
sourceof informationif you find the goinga bit tough.
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1 An Introduction to Package
Management

1.1 What are Packages, and Why Manage Them?

To answetthatquestion]et’s go backto thebasicdor amoment.Computergprocess
information. In orderfor this to happentherearesomeprerequisites:

* A computer(Obviously).
* Someinformationto procesgAlso obvious!).
» A programto do the processingStill pretty obvious!).

Unlessthesethreethings cometogethervery little is going to happen,nformation
processing-wiseBut eachof theseitemshave their own requirementshat needto
be satisfed beforethingscangetexciting.

Take the computer for example. While it needsthingslike electricity anda cool,

dry placeto operatejt alsoneedsaccesso the othertwo items— informationand

programs— in orderto doits thing. Theway to getinformationandprogramsnto a

computetis to placethemin thecomputer'smassstorage.Thesedays,massstorage
invariably meansa disk drive. Puttinginformationand programson the disk drive

meanghatthey arestoredasfiles. Somuchfor the computer'spartin this.

OK, let's look attheinformation. Doesinformationhave any particulameedsAVell,
it needssufficient spaceon thedisk drive, but moreimportantly it needgo bein the
properformatfor the programthatwill be processingt. Thats it for information.

Finally, we have the program. What doesit need? Like the information, it needs
sufficient disk spaceon the disk drive. But therearemary otherthingsthatit may
need:

* It mayneedinformationto processin the correctformat, namedproperly and
in the appropriateareaon a disk drive somavhere.

* It mayneedoneor moreconfigurationfiles. Thesearefiles thatcontrolthe pro-
gramis behaior andpermitsomelevel of customization.Lik e the information,
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thesefiles mustbein the properformat, namedproperly andin the appropriate
areaon adisk. We'll bereferringto themby their othername— config files —
throughoutthe book.

* It mayneedwork areaonadisk,namedoroperly andlocatedin theappropriate
area.

* It mayevenneedotherprogramsgachwith their ownrequirements.

» Althoughnotstrictly requiredby the programitself, theprogrammaycomewith
oneor morefiles containingdocumentation.Thesefiles canbe very handyfor
the humangrying to getthe programto do their bidding!

As you canimagine,this cangetprettycomplicatedIt’'s notsobadonceeverything
is setup properly but how do thingsgetsetup properlyin thefirst place?Thereare
two possibilities:

1. After readingthedocumentatiothatcomeswith theprogramyou’d liketo use,
you copy the variousprograms,configurationfiles, and information onto your
computey making surethey areall namedcorrectly arelocatedin the proper
place,andthatthereis sufficient disk spaceto hold themall. You make the ap-
propriatechangeso theconifgurationfile(s). Finally, yourunary setupprograms
thatarenecessarygiving themwhateverinformationthey requireto do their job.

2. Youlet the computerdoit.

If it seemdike the first choiceisn’t so bad, considerhow mary files you'll need
to keeptrack of. On atypical Linux systemi,it’s not unusualto have over 20,000
differentfiles. That'salot of documentatiomeading file copying, andconfiguring!
And whathappensvhenyou wanta newer versionof aprogram?More of thesame!

Somepeoplethink the secondalternatve is easier RPM wasmadefor them.

1.1.1 Enter the Package

Whenyou considetthatcomputersarevery goodatkeepingrackof largeamountof
data,theideaof giving your computerthejob of riding herdover 20,000files seems
like agoodone. And thats exactly what packagemanagemergoftwaredoes. But
whatis a "package"?
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A packagdn the computersensés very similar to a packagean the physicalsense.

Both aremethodsof keepingrelatedobjectstogetherin the sameplace. Both need
to be openedveforethe contentscanbe used. Both canhave a "packingslip” taped
to the side,identifying the contents.

Normally, packagemanagemensystemsake all the variousfiles containingpro-
grams,data,documentationand configurationinformation,and placethemin one
speciallyformattedfile — a packagefile. In the caseof RPM, the packagdfile is
sometimegalleda "package"a".rpmfile”, or evenan"RPM". All meanthe same
thing— a packagecontainingsoftwaremeantto beinstalledusingRPM.

What typesof software are normally found in a package?Thereare no hardand
fastrules,but normallya package’sontentsconsistof oneof thefollowing typesof
software:

* A collectionof oneor more programsthat performa single well-defined task.
This is normally what peoplethink of asan"application”. Word processorand
programminganguagesvould fit into this category.

* A specifc partof anoperatingsystem.Examplegnight be systeminitialization
scripts,a particularcommandshell, or the software requiredto supporta web
sener, for example.

Advantages of a Package

Oneof themostobviousbeneits to having apackages thatthepackages oneeasily
manageablehunk. If you move it from oneplaceto anothertherés norisk of any
partgettingleft behind.But althoughthisis the mostobviousadwantagejt's notthe
biggestone.

The biggestadvantages thatthe packagecancontainthe knowledg aboutwhat it
takesto installitself onyourcomputer And if thepackageontainghestepgequired
to install itself, the packagecan also containthe stepsrequiredto uninstallitself.
Whatusedto bea painful manualprocesss now a straightforvard procedure What
usedto beamassof 20,000files becomes couplehundredpackages.
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1.1.2 Manage Your Packages, or They Will Manage You

A couplehunded? Eventhoughthe useof packagefasdecreasethe compleity
of managinga systemby an orderof magnitudejt hasn’tyet gottento the level of
beinga'"no-brainer".It’s still necessaryo keeptrackof whatpackagesreinstalled
onyoursystem.And if therearesomepackageshatrequireotherpackages order
to install or operatecorrectly theseshouldbetracked aswell.

Packages Lead Active Lives

If you startlooking atacomputersystemasacollectionof packagesyou’ll find that
adistinctsetof operationswill take placeonthosepackagesime andtime again:

* New packagesreinstalled. Maybeit's a spreadshestou’ll useto keeptrack
of expensesor the latestshoot-em-ugame but in eithercaseit's new andyou
wantit.

* Oldpackagesrereplacedvith newerversions.Whoeverwrotetheword proces-
soryou usedaily, comesout with anew version.You'll probablywantto install
the new versionandremove the old one.

* Packagesrreremovedentirely Perhapshatover-hypedstratgy gamgustdidn’t
cutit. You have betterthingsto do with thatdisk spacesogetrid of it!

With this muchactity goingon, it's easyto losetrack of things. What typesof
packaganformationshouldbe availableto keepyou informed?

Keeping Track of Packages

Justasthereare certainoperationghat are performedon packagesthereare also
certaintypesof informationthatwill make it easierto make senseof the packages
installedon your system:

» Certainlyyou'd like to be ableto seewhat packagesreinstalled. It's easyto
forgetif thatfax programyoutried afew monthsagois still installedor not.

* It wouldbenicetobeableto getmoredetailednformationonaspecifc package.
This might consistof anything from the datethe packagevasinstalled,to a list
of filesit installedon your system.
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* Beingableto accesghis informationin a variety of wayscanbe helpful, too.
Insteadof simply finding outwhatfiles a packagenstalled,it might be handyto
be ableto namea particularfile andfind out which packagenstalledit.

» If thisamountof detailis possible thenit shouldbe possibleto seeif theway a
packages presentlyinstalledvariesfrom theway it wasoriginally installed.It’s
not at all unusuato make a mistale anddeleteonefile — or a hundred.Being
ableto tell if oneor morepackagesre missingfiles could greatly simplify the
procesf gettinganailing systembackon its feetagain.

* Files containingconfgurationinformation can be a real headache.If it were
possibleto pay extra attentionto thesefiles andmalke surearny changesnadeto
themwererit lost, life would certainlybe a lot easier

1.2 Package Management: How to Do It?

Well, all thatsoundgyreat— easyinstall, upgradeanddeletionof packagesgetting
packaganformationpresentedeveraldifferentways;makingsurepackagesrein-
stalledcorrectly;andeventrackingchangedo config files. But how doyoudoit?

As mentionedabore, the obvious answeris to let the computerdo it. Many groups

have tried to createpackagenanagemendgoftware. Therearetwo basicapproaches:

1. Somepackagananagemensystemsconcentraten the specifc stepsrequired
to manipulatea package.

2. Otherpackagenanagemergystemsake a differentapproachkeepingtrack of
the files on the systemandmanipulatingpackage®y concentratingn thefiles
involved.

Eachapproactnasits goodandbadpoints. In thefirstmethod,t's easyto installnem
packagessomeavhatdifficult to remove old onesandalmostimpossibleo obtainarny
meaningfulinformationaboutinstalledpackages.

Thesecondnethodmalesit easyto obtaininformationaboutinstalledpackagesand
fairly easyto install andremove packages.The main problemusingthis methodis
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thattheremay not be a well-definedway to executeany commandsequiredduring
theinstallationor removal process.

In practice ho packagemanagemergystenusesoneapproactor theother— all are

a mixture of thetwo. The exact mix anddesigngoalswill dictatehow well a par-

ticular packagemanagemensystemmeetsthe needsof the peopleusingit. At the

time RedHat startedwork on their Linux distribution, therewerea numberof pack-

agemanagemergystemsn use,eachwith a differentapproacho makingpackage
managemengasier

1.2.1 Ancestor s of RPM

Sincethisis abookon the RedHat PackageManagera goodway to seewhatRPM
is all aboutis to look atthe packagemanagemergoftwarethatprecededRPM.

RPP

RPPwasusedn thefirst RedHatLinux distributions. Many of RPP’sfeaturesvould
be recognizablego anyone who hasworked with RPM. Someof theseinnovative
featuresare:

* Simple,onecommandnstallationanduninstallationof packages.
» Scriptsthatcanrun beforeandafterinstallationanduninstallationof packages.

» Packageverification. Thefiles of individual packagesanbechecledto seethat
they haven’t beenmodified sincethey wereinstalled.

» Powerful querying. The databasef packagesanbe queriedfor information
aboutinstalledpackagesincludingfile lists, descriptionsandmore.

While RPPpossessesdeveralof the featureghatwereimportantenoughto continue
on aspartsof RPMtoday it hadsomeweaknessespo:

* It didn't use"pristinesources" Every programis madeup of programmindan-
guagestatementstoredin files. This sourcecodeis later translatednto a bi-
nary languagethat the computercan execute. In the caseof RPR its packages
werebasedn sourcecodethathadbeenmodified specifcally for RPR hencethe
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sourcesveren’tpristine. Thisis a badideafor a numberof fairly technicalrea-
sons.Not usingpristinesourcesnadeit difficult for packagedeveloperso keep
thingsstraight,particularlyif they werebuilding hundredof differentpackages.

» It couldn’tguarante@executablesverebuilt from packagedourcesTheprocess
of building a packagefor RPP was suchthat therewas no way to ensurethe
executablgprogramswerebuilt from thesourcecodecontainedn anRPPsource
packageOnceagainthiswasaproblemfor thepackageuilder, especiallythose
who hadlarge numbersof packageso build.

* It hadno supportfor multiple architecturesAs peoplestartedusingRPR it be-
cameobviousthatthe packagananagershatwereunableto simplify theprocess
of building packagedor morethanonearchitecturepr type of computeywere
goingto be at a disadwantage.This wasa problem,particularlyfor RedHat, as
they were startingto look at the possibility of creatingLinux distributions for
otherarchitecturessuchasthe Digital Alpha.

Evenwith theseproblems,RPPwas one of the thingsthat madethe first Red Hat
Linux distributionsunique. Its ability to simplify the procesf installing software
wasarealboonto mary of RedHat's customersparticularlythosewith little expe-
riencein Linux.

PMS

While Red Hat wasbusy with RPR anothergroup of Linux devoteeswere hardat
work with their packageananagemenrgystem Known asPMS, its development)ead
by Rik Faith, attacledthe problemof packagananagemenrtom aslightly different
viewpoint.

Like RPR PMS was usedto packagea Linux distribution. This distribution was
known asthe BOGUS distribution, andall the softwarein it wasbuilt from origi-
nalunmodifed sources Any changeshatwererequiredwerepatchedn duringthe
processingf building the software. This is the conceptof "pristine sources'andis
PMSs mostimportantcontritution to RPM. Theimportanceof pristinesourcesan
not beoverstatedlt allows the packageto quickly releasenew versionof software,
andto immediatelyseewhatchangesveremadeto the software.
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Thechiefdisadwantage®f PMSwereweakqueryingability, no packageverification,
no multiple architecturesupport,andpoor database&esign.

PM

Later, Rik Faith andDougHoffman,working undercontractfor RedHat, produced
PM. The designcombinedall the importantfeaturesof RPPandPM, includingone
commandnstallationanduninstallation scriptsrun beforeandafterinstallationand
uninstallation packageverification,advancedquerying,andpristinesources.How-
ever it retainedRPP’sandPM’s chief disadwantagesweakdatabaselesignandno
supportfor multiple architectures.

PM wasvery closeto aviablepackagenanagemergystemjput it wasn’tquiteready
for primetime. It wasnever usedin acommerciallyavailableproduct.

RPM Version 1

With two majorforaysinto packagenanagemertiehindthem,Marc Ewing andErik
Troanwentto work onathird attempt.Thisonewould becalledtheRedHat Package
Manageyor RPM.

Althoughit built ontheexperience®f PM, PMS,andRPR RPM wasquite different
underthehood. Written in the Perlprogrammindanguagédor fastdevelopmentthe
creationof RPM versionl focusedon addressinghe flaws of its ancestorsin some
casestheflaws wereeliminatedwhile in othersthe problemsremained.

Someof the successesf RPM versionl were:

* Automatichandlingof configurationfiles. The contentsof config files areoften
changedromwhatthey werein theoriginalpackagemakingit hardfor apackage
manageto know how a particularconfig file shouldbe handledduring installs,
upgradesanderasuresPM madeanattemptat config file handling,butin RPM
it wasimprovedfurther In mary respectsthisfeatureis thekey to RPM’s power
andflexibility .

» Easeof retuilding largenumbersof packagesBy makingit easyfor peoplewho
weretrying to createa Linux distribution consistingof severalhundredoackages,
RPM wasa stepin theright direction.
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* It waseasyto use. Many of the conceptaisedin RPPhadwithstoodthe testof
time andwereusedin RPM. For instancetheability to verify theinstallationof a
packagaevasoneof thefeatureghatsetRPPapart.It wasadaptecandexpanded
in RPM versionl.

But RPM version1 wasn't perfect. Therewere a numberof flaws, someof them
major:

» It wasslow. While the useof Perl madeRPM's developmentproceedmore
quickly, it alsomeantthatRPM wouldn’t run asquickly asit would have, hadit
beenwrittenin C.

* lIts databaselesignwasfragile. Unfortunately underRPM versionl it wasnot
unusualfor thereto be problemswith the databaseWhile the approachof ded-
icatinga databas¢o packagemanagemenivasa goodidea,theimplementation
usedin RPM versionl left alot to be desired.

* It wasbig. Thisis anotherartifactof usingPerl. Normally, RPM’s sizerequire-
mentswerenotanissue exceptfor onearea.Whenperforminganinitial system
install, RPM wasrun from a small, floppy-basedsystemernvironment. The need
to have Perlavailablemeantspaceon the bootfloppieswasalwaysa problem.

* It didn’t supportmultiple architecturegtypesof computerswell. The needto
have a packagenanagesupporimorethanonetypeof computeradrit beenac-
knowledgedbefore.With RPMversionl, aninitial stabwastakenattheproblem,
but the implementationwasincomplete. NonethelessRPM hadbeenportedto
anumberof othercomputersystems.lt wasbecomingobviousthatthe issueof
multi-architecturesupportwasnot goingaway andhadto beaddressed.

* The packagefile format wasn’t extensible. This madeit very difficult to add
functionality, sinceary changeto the file formatwould causeolder versionsof
RPM to break.

EventhoughtheirLinux distributionwasa successandRPMwasmuchof thereason
for it, Marc and Erik knew that somechangesvere going to be necessaryo carry
RPM to the next level.
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The RPM of Today: Version 2

Lookingbackontheirexperiencesvith RPMversionl, Marc andErik madeamajor
changeto RPM’s design: They rewrote it entirelyin C. This did wonderfulthings
to RPM’s speedandsize. Queryingthe databasevasquicker now, andtherewasno
needto have Perlaroundjustto do packagemanagement.

In addition, the databasdormat was redesignedo improve both performanceand
reliability. Displaying packaganformationcantake aslittle asa tenthof thetime
spentin RPM versionl, for example.

RealizingRPM’s potentialin thenon-Linuxarenathey alsocreatedpmlib, alibrary
of RPM routinesthatallow the useof RPM functionalityin otherprograms RPM’s
ability to function on more than one architecturewas also enhanced.Finally, the
packagdile formatwasmademoreextensible clearingthe way for futureenhance-
mentsto RPM.

Sois RPM perfect?No programcaneverreachperfectionandRPMis no exception.
But asa packagemanagethat canrun on several differenttypesof systemsRPM
hasa lot to offer, andit will only getbetter Let’s take alook at the designcriteria
thatdrove the developmentof RPM.

1.3 RPM Design Goals

The designgoalsof RPM could bestbe summedup with the phrase'somethingfor
everyone". While the main reasonfor the existenceof RPM wasto make it easier
for RedHatto build the severalhundredpackageshatcomprisedheir Linux distri-
bution, it wasnottheonly reasorRPM wascreated.Let’s take alook atthevarious
requirementshe RedHat teamusedin their designof RPM:

1.3.1 Make it easy to get packages on and off the system

As we've seerearlierin thischaptertheactof installinga packageaninvolve mary
comple steps. Entrustingthesestepsto a personwho may not have the necessary
experiences a stratgy for failure. Sothe goalfor RPM wasto make it aseasyas
possiblefor anyoneto install packagesThe sameholdstruefor removing packages.
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It is a complex anderror-proneoperation,andonethat RPM shouldhandlefor the
user

Theothersideof this issueis thatRPM shouldgive the packagebuilder almosttotal
controlin termsof how the packageis installed. The reasonfor this is simple: if
the packagebuildersdo their homeavork, their packageshouldinstall and uninstall

properly

1.3.2 Make it easy to verify a package was installed correctl y

Becausesoftwareproblemsareafactof life, theability to verify the properinstalla-
tion of apackages vital. If doneproperly it shouldbe possibleto catcha variety of
problems,ncludingthingssuchasmissingor modified files.

1.3.3 Make it easy for the package builder

While we’re dedicatinganentirebookto packageananagementn realityit shouldbe
asmallportion of the packagebuilders job. Why? They've got betterthingsto do!
If they arethe peoplethat are actually creatingthe softwareto be packagedthat’s
wherethey shouldbe spendinghe majority of their time.

Evenif thepackagduilderisn’'t actuallywriting software they still have betterthings

to do thanworry aboutbuilding packages.For instance they may be responsible
for building mary packagesThelesstime spenton building anindividual package
translatego more packageshatcanbe built.

1.3.4 Make it start with the original source code

Delving a bit moreinto the packagebuilder’'s world, it wasdeemedmportantthat
RPM startwith the original, unmodifed sourcecode.Why is this soimportant?

Usingtheoriginal sourcesnakesit possibleto separat¢he changesequiredto build
thepackagdrom any changesmplementedo fix bugs,addnew featurespr anything
else.Thisisagoodthingfor packageuilders,sincemary of themarenottheoriginal
authorsof the programghey package.

This separatiomakesit easy monthsdown theroad,to know exactly whatchanges
weremadein orderto getthepackageo build. Thisisimportantwhenanew version
of thepackagedoftwarebecomeswvailable. Many timesit's only necessaryo apply
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theoriginal "packagebuilding” changeso thenewer software. At worst,thechanges
provide a startingpoint to determinewhat sortsof thingsmight needto be changed
in the new version.

1.3.5 Make it work on diff erent computer architectures

Oneof thetoughetthingsfor apackageéuilderto dois to take aprogrammakeit run
on morethanonetype of computeranddistribute packagesor each.BecausdRPM
malkesit easyto take a program’soriginal sourcecode,addthe changesecessary
to getit to build, andproducea packageor eacharchitecturdan onestep,it canbe
pretty handy

1.4 What's in a package?

With all the magicalthings we’ve claimedthat packagemanagemensoftware in
generalandRPM in particular)cando, you'd think therewasatiny computerguru
bundledin every package.However, thereality is not thatmagical. Here’sa quick
overview of themoreimportantpartsof anRPM package..

1.4.1 RPM’s Package Labels

Every packagebuilt for RPM hasto have a specifc setof informationthatuniquely
identifiesit. We call this informationa packagdabel. Herearetwo samplepackage
labels:

* nls-1.0-1
e perl-5.001m-4
While theselabelslook like they have very little in common,in factthey all follow

RPM's packagdabellingconvention. Therearethreedifferentcomponentsn every
packagdabel. Let’s look at eachonein order:

Component #1: The Software’s Name

Every packagdabelbeginswith the nameof thesoftware. Thenamemaybederived
from the nameof the applicationpackagedor it may be a namedescribinga group

1 SeeAppendixA, Jrormatof t(NERPMFEIG for completedetailson the contentsof a.rpmfile.
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of relatedprogramsbundledtogetherby the packagebuilder. The softwarenamesn
thepackagesistedabose are:nls andperl . Asyoucanseethesoftwarenameis
separatedrom therestof the packagdabelby a dash.

Component #2: The Software’s Version

Next in the packagdabelis anidentifier that describeghe versionof the software
beingpackaged.If the packagebuilder bundleda numberof relatedprogramsto-
getherthesoftwareversionis probablya numberof their own choosing.However, if
the packageconsistof onemajorapplication the softwareversionnormally comes
directly from the applications developer The actualversionspecifcation is quite
flexible, ascanbe seenin the examplesabove. The versionsshovn are: 1.0 and
5.001m . A dashseparatethe softwareversionfrom the remaindernf the package
label.

Component #3: The Package’s Release

The packageaeleaseas the mostunambiguougpart of a packagdabel. It is a num-
berchosenby the packagebuilder. It reflectsthe numberof timesthe packagehas
beenreluilt usingthe sameversionsoftware. Normally, thereluilds aredueto bugs
uncoveredafter the packagehasbeenin usefor a while. By tradition, the package
releasestartsat 1. The packagaeleasesn theexampleabove are: 1 and4.

1.4.2 Labels And Names: Similar, But Distinct

Packagdabelsareusednternallyby RPM.For example,if youaskRPMto list every
installedpackageit will respondwith alist of packagdabels. Whena packagdile
is created partof the filenameconsistsof the packagdabel. Thereis no technical
requirementor this, but it doesmalke it easierto keeptrackof things.

However, apackagdile mayberenamedandthenew filenamewon't confuseRPM
in theleast.That'sbecause¢he packagdabelis containedwithin thefile. For afairly

technicalview of the inside of a packagefile, refer to RppendixA, JFormatof the|
RPMFile.

1.4.3 Package-wide Information

Someof theinformationcontainedn apackages generaln nature.Thisinformation
includessuchitemsas:
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» Thedateandtime the packagewashuilt.

» A descriptionof the package’'sontents.

» Thetotal sizeof all thefiles installedby the package.

» Informationthatallows the packageo begroupedwith similar packages.

» A digital "signature"thatcanbe usedto verify the authenticityandintegrity of
the package.?

1.4.4 Per-file Information

Eachpackagealso containsinformation aboutevery file containedn the package.
The informationincludes:

* Thenameof everyfile andwhereit is to beinstalled.
» Eachfile’s permissions.

» Eachfile’s ownerandgroupspecifcations.

¢ TheMD5 checksunof eachfile. 3

» Thefile’s contents.

1.5 Let's Get Started

To summarizea packagananagemergystemuseshe computerto keeptrackof all
thevarioushits andpieceshatcompriseanapplicationor anentireoperatingsystem.
Most packagananagemergystemasisea speciallyformattedfile to keepeverything
togetherin a single, easily manageabl@ntity, or package. Additionally, package
managemergystemsendto provide oneor moreof thefollowing functions:

* Installingnew packages.

2 For moreinformationon RPM'’s signaturecheckingcapability referto Section7-If pm - RIEWTatDoes—]

Do?.
3 We'll discussMD5 checksumsn greaterdetail in (MD5 Cie®sUNiin Sectiono. L]
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 Remwing old packages.
» Upgradingfrom anold packagedo a new one.
* Obtaininginformationaboutinstalledpackages.

RPM hasbeendesignedwith Red Hat’s pastpackagemanagemengéxperiencesn
mind. PM andRPP provided mostof thesefunctionswith varying degreesof suc-
cess. Marc Ewing andErik Troan have worked hardto make RPM betterthanits
predecessorns everyway. Now it's time to seehow they did, andlearnhow to use
RPM!
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2 Using RPM to Install Packages
Table 2-1 rpm -i Command Syntax
rom -i (or--install ) optionsfilel.rpm ... fileN.rpm
Parameters
filel.rpm Oneor moreRPM packagdiles (URLs OK)
fileN.rpm
Install-speciic Options Page
-h (or--hash ) Print hashmarks("#") | [SectionZ.3.2J hf Perfect ]
duringinstall for the Impatient
--test Performinstallationtests EecflonZ.ZI.Z,I: -testf
only PerformInstallation Tests
Only
--percent Print percentageduring

install

ection2.4.11,
--percent%ﬂﬁﬂvm

for HumanConsumption

--excludedocs

Do not install
documentation

SectionZ2.4.7])

- - eXCl UdedocC sy

Do Not Install
Documentatiorfor This
Padkage

--includedocs

Installdocumentation

Section Z2.4.8]

- -1 ncl udedocsf

Install Documentation
For ThisPackage

--replacepkgs

Replacea packagewnith a
new copy of itself

SectionZ2.4.3]

- - repl acepkgs|

Install the Package Even

If Alreadylinstalled
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--replacefiles Replacefiles ownedby | [SectionZ.4.4]
anothemackage - -repl acefi | esf
Install the Padkage Even
If It ReplacesAnother
Package’s Files
--force Ignorepackageandfile | [SectionZ.4.6} - f or cef
conflicts TheBig Hammer
--noscripts Do not executepre-and | [SectionZ.4.10,
post-installscripts - - noscri pt sf DO
Not ExecutePre- and
Post-installScripts
--prefix <pat h> Relocatepackageto Section 2.4.9]
<pat h> if possible - prefix_gpat h>f
Relocatethe padkage to
Epat h3 it possibig
--ignorearch Do not verify package |[SectionZ.4.17,
architecture -1 gnorearichf Do
Not Verify Padkage
Architecture
--ignoreos Do not verify package |[SectionZ.4.18,
operatingsystem f - gnor eosf DO NOt
\erify Package Operating
System
--nodeps Do not check SectionZ.4.5]
dependencies F-nodepsf Do NOT

Che& Dependencies
Before Installing Package
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--ftpproxy <host > | Use<host > asthe FTP | SectionZ.4. 1%,
proxy F-T U ppr OX
<host I Usekhost 3
AsProxyIn FTP-based
Installs
--ftpport <port> |Use<port>astheFTP |[BectionZ.4.T5,
port F-T T pport_[Kport >f
Use gpor t >N |
FTP-basednstalls
GeneralOptions Page
-V Display additional BectionZ 3 TjGetmnga | |
information bit morefeedbak with
-V Display dehugging ectionZ. 4. TJGetnga |
information fomore informagionwith
- V|
--root <pat h> Setalternateroot to ectionZ.4.13fF -1 oot |
<pat h> <pat h>fUsekpat hy
AsAn AlternateRoot
--rcfile <rcfil e> | Setalternaterpmrcfile to | [SectionZ.4.12,
<rcfile> F-TCcfile
<rcfil e USE
<rcfi| e{ASAN
Alternatef pnr c[Fife
--dbpath  <pat h> Use<pat h>to find the |[SectionZ.4.14,
RPM database F—dbpat h Kpat h>
Usekpat h> n

RPM Database
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2.1 rpm -i — What does it do?

Of the mary thingsRPM cando, probablythe onethat peoplethink of first is the
installationof software. As mentionedearliet installingnew softwareis a comple,
error-prongob. RPM turnsthatprocessnto a singlecommand.

rom -i (--install is equivalent)installssoftwarethat'sbeenpackagednto an
RPM packagdile. It doesthis by:

* Performingdependengchecks.

*  Checkingfor conflicts.

» Performingary tasksrequiredbeforetheinstall.

» Decidingwhatto do with config files.

* Unpackingfiles from the packageandputtingthemin the properplace.
» Performingary tasksrequiredaftertheinstall.

» Keepingtrack of whatit did.

Let’s gothrougheachof thesestepsin a bit moredetail.

2.1.1 Performing dependenc y checks:

Somepackagesvill notoperateproperlyunlesssomeotherpackages installed,too.
RPM makessurethatthe packagebeinginstalledwill have its dependengrequire-
mentsmet. It will alsoinsurethatthe package’anstallationwill not causedepen-
deng problemsfor otheralready-installeghackages.

2.1.2 Checking for conflicts:

RPM performsa numberof checksduring this phase.Thesecheckslook for things
like attemptdo installanalreadyinstalledpackageattemptdo installanolderpack-
ageover anewer version,or the possibilitythata file maybe overwritten.
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2.1.3 Performing any tasks required before the install:

Therearecasesvhereoneor morecommandsnustbe given prior to the actualin-
stallationof a package.RPM performsthesecommandsexactly asdirectedby the
packagébuilder, thuseliminatingacommonsourceof problemsduringinstallations.

2.1.4 Deciding what to do with config files:

Oneof the featureghatreally setsRPM apartfrom otherpackagemanagersis the
way it handlesconfigurationfiles. Sincethesefiles are normally changedo cus-
tomize the behaior of installed software, simply overwriting a conig file would
tendto make peopleangry— all their customizationsvould begone! Instead RPM
analyzeghe situationandattemptsto do "the right thing" with config files, evenif
they weren'toriginally installedby RPM! 1

2.1.5 Unpacking files from the package and putting them in
the proper place:

Thisis the stepmostpeoplethink of whenthey think aboutinstallingsoftware. Each
packagdile containsa list of files thatareto be installed,aswell astheir destina-
tion onyour system.In addition,mary otherfile attributes,suchaspermissionsand
ownershipsaresetcorrectlyby RPM.

2.1.6 Performing any tasks required after the install:

Very oftenanew packageequireshatoneor morecommandde executedafterthe
new files arein place. An exampleof this would be runningldconfig  to make
new sharedibrariesaccessible.

2.1.7 Keeping track of what it did:

Every time RPM installsa packageon your system,it keepstrack of thefilesit in-
stalled,in its databaseThe databaseontainsa wealthof informationnecessaryor
RPMto doits job. For example,RPM usesthe databasevhenit checksfor possible
conflictsduring aninstall.

1 Are youinterestedn whatexactly "the right thing" meansJ5ectiond- L. TJconfg fite magig hasall thedetails.
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2.2 Performing an Install

Let's have RPM install a package.Theonly thing necessarys to give thecommand
(rpm -i ) followedby the nameof the packagdile:

# rpm -i  eject-1.2-2.i386.rpm
#

At this point, all the stepsoutlinedabove have beenperformed.The packagéas now
installed.Notethatthefile nameneednotadhereo RPM’s file namingcorvention:

# mv eject-1.2-2.i386.rpm baz.txt
# rpm -i  baz.txt
#

In this case we changedhe nameof the packagdile eject-1.2-2.i386.rpm

to baz.txt andthenproceededo install the package. The resultis identicalto
thepreviousinstall, thatis, theeject-1.2-2 packagesuccessfullynstalled. The
nameof the packagdile, althoughnormally incorporatingthe packagdabel,is not
usedby RPM duringtheinstallationprocessRPM usesthe contentsof the package
file, which meansthatevenif the file wasplacedon a DOS floppy andthe name
truncatedtheinstallationwould still proceedhormally.

2.2.1 URLs — Another Way to Specify Package Files

If you've surfedthe World Wide Web, you've no doubtnoticedthe way web pages
areidentified:

http://www.redhat.com/support/docs/rpm/RPM-HOWTO/RPM-HOWTO. html

This is calleda Uniform Resourcd.ocator or URL. RPM canalsouseURLs, al-
thoughthey look alittle bit different. Here’sone:

ftp://ftp.redhat.com/pub/redhat/code/rpm/rpm-2.3-1.i386.rpm

The ftp:  signifies that this URL is a File TransferProtocolURL. As the name
implies, this type of URL is usedto move files around. The sectioncontaining




Section 2.2:Performing an Install 39

ftp.redhat.com specifes the hostnamepr the nameof the systemwherethe
packagdfile resides.

The remainder of the URL (/pub/redhat/code/rpm/rpm-2.3-
1.i386.rpm ) specifes the path to the packagefile, followed by the pack-
agefile itself.

RPM’'suseof URLs givesustheability to install apackagdocatedon the otherside
of theworld, with a singlecommand:

# rpm -i ftp://ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rpm
#

ThiscommandvoulduseanorymousFTPto obtainthefoobar versionl.Opackage
file andinstall it on your system. Of course,anorymousFTP (no usernameand

passverd required)is not alwaysavailable. Therefore the URL mayalsocontaina

usernamendpassverd precedinghe hostname:

ftp://smith:mypass@ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rp m

However, enteringa passvord whereit canbe seerby anyonelookingatyour screen
is abadidea. Sotry this format:

ftp://smith@ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rpm

RPMwill promptyou for your passverd, andyoull bein business:

# rpm -i

ftp://smith@ftp.gnomovision.com/pub/rpms/apmd-2.4-1.i386.rpm

Password for smith@ftp.gnomovision.com: mypass (not echoed)
#

After enteringavalid passverd, RPM installsthe package.

On somesystemsthe FTP daemondoesn’trun on the standardport 21. Normally
thisis donefor thesale of enhancedecurity Fortunatelythereis awayto specifya
non-standarghortin a URL:

ftp://ftp.gnomovision.com:1024/pub/rpms/foobar-1.0-1.i386.rpm
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This URL will directthe FTP requestto port 1024. The --ftpport option is
anotherway to specifythe port. This optionis discussedater, in SectionZ.4.13,
F-Ttpport [Kport por t -

2.2.2 A warning message you might never see

Dependingon circumstanceghefollowing messagenight berareor very common.
While performinganordinaryinstall, RPM printsawarningmessage:
# rpm -i  cdp-0.33-100.i386.rpm

warning:  /etc/cdp-config saved as /etc/cdp-config.rpmorig
#

Whatdoesit mean?t hasto dowith RPM’s handlingof config files. In theexample
above, RPM found a file (/etc/cdp-config ) that didn’t belongto ary RPM-
installedpackage.Sincethe cdp-0.33-100  packagecontainsa file of the same
namethatis to be installedin the samedirectory thereis a problem.

RPM solvesthis the bestway it can. It performstwo steps:
1. It renamegheoriginalfile to cdp-config.rpmorig
2. ltinstallsthenew cdp-config  file thatcamewith the package.
Continuingour example,if we look in /etc , we seethatthis is exactly what has
happened:

# Is -al /etc/cdp*

-FW-r--r-- 1 root root 119 Jun 23 16:00 /etc/cdp-config
-FW-rW-r-- 1 root root 56 Jun 14 21:44 /etc/cdp-config.rpmorig
#

This is the bestpossiblesolutionto atricky problem. The packagés installedwith
aconfig file thatis known to work. After all, the original file may be for anolder,
incompatibleversionof the software. However, the original file is saved so that it
canbesstudiedby the systemadministratorwho candecidewhetherthe original file
shouldbe put backinto serviceor not.
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2.3 Two handy options

Therearetwo optionsto rpm -i  thatwork sowell, andare so useful,you might
think they shouldbe RPM's default behaior. They aren’t, but usingthemonly re-
guiresthatyou type an extra two characters:

2.3.1 Getting a bit more feedback with -v

Eventhoughrpm -i is doingmary things,it’s notvery exciting, is it? Whenper-
forming installs,RPM is pretty quiet, unlesssomethinggoeswrong. However, we
canaskfor a bit moreoutputby adding-v to thecommand:

# rpm -iv  eject-1.2-2.i386.rpm

Installing eject-1.2-2.i386.rpm
#

By adding-v , RPMdisplayeda simplestatudine. Using-v is agoodidea,partic-
ularly if you’re goingto usea singlecommando install morethanonepackage:

# rpm -iv. *.rpm
Installing eject-1.2-2.i386.rpm

Installing iBCS-1.2-3.i386.rpm
Installing logrotate-1.0-1.i386.rpm
#

In this casetherewerethree.rpmfilesin thedirectory By usingasimplewildcard,
it's aseasyto install onepackageasit is to install onehundred!

2.3.2 -h : Perfect for the Impatient

Sometimes packagecanbe quite large. Otherthanwatchingthe disk actiity light
flash,there’sno assuranc¢hat RPM is working, andif it is, how far alongit is. If
youadd-h , RPMwill printfifty hashmarks("#") astheinstall proceeds:

# rpm -ih  eject-1.2-2.i386.rpm

T R T BT R T P
#
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Onceall fifty hashmarksareprinted,the packagas completelyinstalled.Using-v
with -h resultsin a very nice display particularly wheninstalling more thanone
package:

# rpm -ivh  *rpm

eject HHHH AR
iBCS T R T BT R T P
logrotate T R T BT R T P
#

2.4 Additional options to rpm -i

Normally rpm -i , perhapswith the-v and-h , is all you'll need.However, there
maybetimeswhenabasicinstallis notgoingto getthejob done.Fortunately RPM
hasa wealth of install optionsto make the toughtimesa little easier As with ary
otherpowerful tool, you shouldunderstandheseoptionsbeforeputtingthemto use.
Let’s take alook atthem:

2.4.1 Getting alot more information with -vv

Sometimest’s necessaryo have even mote informationthanwe cangetwith -v .
By addinganotherv, we canstartto seemoreof RPM’s innerworkings:

# rpm -ivww  eject-1.2-2.i386.rpm

D: installing eject-1.2-2.i386.rpm

Installing eject-1.2-2.i386.rpm

. package: eject-1.2-2 files test =0

running  preinstall script  (if any)

setting file owners and groups by name (not id)

[llusr/bin/eject owned by root (0), group root (0) mode 755
[llusr/man/manl/eject.1 owned by root (0), group root (0) mode 644
running  postinstall script ~ (if any)

®¥OOOUOOO

The lines startingwith D: have beenaddedby using-vv . Theline endingwith
"files test = 0", meanghatRPM is actuallygoingto install the package.If
thenumberwerenon-zerojt would meanthatthe--test  optionwaspresentand
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RPM would not actually performthe installation. For more information on using
--test withrpm -i ,sedSectior?. 4.2} - t est

Continuingwith the above example,we seethat RPM next executesa pre-install

script(if thereis one),followedby the actualinstallationof thefilesin the package.

Thereis oneline for eachfile beinginstalled,andthatline shavs thefilename own-
ership,groupmembershipandpermissiongor mode)appliedto thefile. With larger
packagesthe outputfrom -vv cangetquite lengthy! Finally, RPM runsa post-in-
stall script, if oneexists for the package.We'll be discussingpre- and post-install
scriptsin moredetailin SectionZ 4. - noscr i pt sf Do NotEXegutePre- and
Post-install Scripts

In thevastmajority of casesit will notbenecessaryo use-vv . It is normallyused
by software engineersvorking on RPM itself, and the outputcan changewithout
notice. However, it's a handyway to gaininsightsinto RPM’s innerworkings.

2.4.2 --test : Perform Installation Tests Only

Therearetimeswhenit's moreappropriateo takeit slow andnottry to installapack-
ageright avay. RPM providesthe--test  optionfor that. As thenamesamplies, it
performsall the checksthatRPM normally doesduringaninstall, but stopsshortof
actuallyperformingthe stepsnecessaryo install the package:

# rpm -i  --test eject-1.2-2.i386.rpm
#

Onceagain,there’snot very muchoutput. This is becausehe testsucceededhad
therebeena problem, the outputwould have beena bit more interesting. In this
example,therearesomeproblems:

# rpm - --test rpm-2.0.11-1.i386.rpm

/bin/rpm conflicts with file  from rpm-2.3-1
lusr/bin/gendiff conflicts with file  from rpm-2.3-1
[usr/bin/rpm2cpio conflicts with  file  from rpm-2.3-1
lusr/bin/rpmconvert conflicts with  file  from rpm-2.3-1
/usr/man/man8/rpm.8 conflicts with  file  from rpm-2.3-1
error: rpm-2.0.11-1.i386.rpm cannot be installed

#
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If you'll notethe versionnumberswe’re trying to install an older versionof RPM
(2.0.11)"on top of" a newer version(2.3).RPM faithfully reportedthe variousfile
conflictsandsummarizedvith amessagesayingthattheinstall would not have pro-
ceededevenif --test  hadnotbeenonthecommandine.

The--test  optionwill alsocatchdependengrelatedproblems:

# rpm -i  --test blather-7.9-1.i386.rpm
failed dependencies:

bother >= 3.1 is needed by blather-7.9-1
#

Here’satip for all you script-writersout there:RPM will returna non-zerostatusif
the--test  optiondetectgproblems..

2.4.3 --replacepkgs : Install the Package Even If Already
Installed

The--replacepkgs optionis usedto force RPM to install a packagdhatit be-
lievesto be installedalready This optionis normally usedif the installedpackage
hasbeendamagedomeha andneedgso befixedup.

To seehow the--replacepkgs optionworks, let’s first install somesoftware:

# rpm -iv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
#

OK, now thatwe have cdp-0.33-2 installed,let’'s seewhat happensf we try to
install the sameversion"on top of" itself:

# rpm -iv cdp-0.33-2.i386.rpm

Installing cdp-0.33-2.i386.rpm

package cdp-0.33-2 is already installed

error: cdp-0.33-2.i386.rpm cannot be installed
#

Thatdidn’t goverywell. Let’'s seewhatadding--replacepkgs will do:
# rpm -iv  --replacepkgs cdp-0.33-2.i386.rpm
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Installing cdp-0.33-2.i386.rpm
#

Much better The original packagevasreplacedoy a new copy of itself.

2.4.4 --replacefiles . Install the Package Even If It
Replaces Another Package’s Files

While the--replacepkgs optionpermitteda packageo beinstalled"on top of"
itself, --replacefiles is usedto allow apackagdo overwritefiles belongingto
adifferentpackage Soundsstranged.et’s go overit in a bit moredetail.

Onething that setsRPM apartfrom mary otherpackagemanagerss thatit keeps
track of all thefiles it installsin a database Eachfile’s databasesntry containsa
variety of informationaboutthe file, including a meansof summarizingthe file’s

contents.2By usingthesesummariesknowvn asM D5 checksums, RPM candeter-
mine if a particularfile is goingto be replacedby a file with the samename,but

differentcontents.Here’san example:

Package'A" installsafile (we’ll call it /bin/foo.bar ). OncePackageA is in-
stalledfoo.bar resideshappilyin the/bin directory In theRPMdatabasehere
is anentryfor /bin/foo.bar , includingthefile’s MD5 checksum.

However, thereis aanothempackage,B". PackageB alsohasafile calledfoo.bar

thatit wantsto install in /bin . Therecarit betwo filesin the samedirectorywith

the samename. Thefiles aredifferent; their MD5 checksumslo not match. What

happensf PackageB is installed?Let’s find out. Here,we’ve installeda package:
# rpm -iv cdp-0.33-2.i386.rpm

Installing cdp-0.33-2.i386.rpm
#

OK, noproblemthere.Butwe have anotheipackageo install. In thiscasejt isanew
releaseof thecdp packagelt shouldbenotedthatRPM’s detectionof file conflicts
doesnotdependnthetwo packagebeingrelated.lt is strictly basednthe nameof

2 we'll getmoreinto this aspecbf RPMin Bections. TJf pm - IFfWHarDoesIt Do 1 whenwe discusspm
V.
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thefile, thedirectoryin whichit residesandthefile’s MD5 checksumHere’swhat
happensvhenwe try to install the package:

# rpm -iv  cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm

[usr/bin/cdp conflicts with file  from c¢dp-0.33-2

error: cdp-0.33-3.i386.rpm cannot be installed
#

What'shappening@hepackagedp-0.33-2  hasafile, /usr/bin/cdp , thatit
installed. Sureenough thereit is. Let’s highlight the sizeandcreationdateof the
file for futurereference:

# Is -al /usr/bin/cdp

-PWXr-Xr-X 1 root root 34460 Feb 25 14: 27 /usr/bin/cdp
#

Thepackagewe justtriedto install, cdp-0.33- 3 (notethedifferentrelease)also
installsa file cdp in /usr/bin . Sincethereis a conflict, that meansthat the
two packagés cdp files mustbe different— their checksumslon’t match. Be-
causeof this, RPM won't let the secondpackagenstall. But with --replace-

files , wecanforceRPMto let the/usr/bin/cdp fromcdp-0.33-3  replace
the/usr/bin/cdp from cdp-0.33-2

# rpm -iv  --replacefiles cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm

#
Taking a closerlook at /usr/bin/cdp , we find thatthey certainlyare different,

bothin sizeandcreationdate:

# Is -al [lusr/bin/cdp
-PWXr-Xr-X 1 root root 34444 Apr 24 22: 37 lusr/bin/cdp
#
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File conflicts shouldbe a relatively rare occurrence.They only happenwhentwo
packagesttemptto installfiles with the samenamebut differentcontents.Thereare
two possiblereasondor this to happen:

* Installing a newer versionof a packagewithout erasingthe older version. A
newer versionof a packages a wonderfulsourceof file conflicts againstolder
versions— the filenamesemainthe same but the contentschange.We usedit
in our examplebecauseat’'s aneasyway to shav what happensvhenthereare
file conflicts. However, it is usuallya badideawhenit comesto doingthis asa
way to upgradepackages.RPM hasa specialoptionfor this (rpm -U) thatis

discussedn Chapie, JOSINgRPMT0 Upgrade Package s

* Installingtwo unrelategackageghateachinstallafile with thesamename.This
mayhapperbecausef poorpackagelesign(hencethefile residingin morethan

onepackage)or alackof coordinatiorbetweerthepeoplebuilding thepackages.

--replacefiles and Config Files
Whathappend aconflictingfile isaconfig file thatyou’ve sweateaverandworked
onuntil it's justright? Will issuinga--replacefiles on a packagewith acon-

flicting conig file blow all your changesway?
No! RPMwon't cookyour goose.3

It will save ary changes/ou've made,to a config file called<f i | e>.rpmsave .
Let's giveit atry:

As systemadministratoryou wantto make sureyour new usershave arich erviron-
mentthefirst time they log in. Soyou’ve comeup with areally nifty .bashrc file
thatwill be executedwheneerthey log in. Knowing thateveryonewill enjoy your
wonderful.bashrc file, you placeit in /etc/skel . Thatway, everytime anew
accounis createdyour.bashrc  will becopiedinto thenew usets login directory

Notrealizingthatthe.bashrc file youmodifiedin /etc/skel islistedasaconiig
file in apackagecalled(strangelyenough)ktcskel , youdecideto experimentwith
RPMusingtheetcskel packageFirstyoutry to installit:

# rpm -iv  etcskel-1.0-100.i386.rpm

3 You'll haveto do thatyourself!
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etcskel letc/skel/.bashrc conflicts with file  from etcskel-1.0-3
error: etcskel-1.0-100.i386.rpm cannot be installed
#

Hmmm. Thatdidn’t work. Wait a minute! | canadd--replacefiles to the

commandandit shouldinstall justfine:

# rpm -iv  --replacefiles

#

etcskel-1.0-100.i386.rpm
Installing etcskel-1.0-100.i386.rpm
warning:  /etc/skel/.bashrc

Wait a minute... That'smy customizedbashrc

# Is -al [/etc/skell

total 8

-IWXr-Xr-xX 1 root
-rW-r--r-- 1 root
-rW-r--r-- 1 root
-rW-r--r-- 1 root
-rW-r--r-- 1 root
-rW-r--r-- 1 root
drwxr-xr-x 2 root
IrWxrwxrwx 1 root

root
root
root
root
root
root
root
root

# cat /etc/skell.bashrc.rpmsave

# .bashrc

# User specific aliases and
# Modified by the sysadmin

uptime

# Source global definitions

if [ -f /etc/bashrc

/etc/bashrc

fi
#

Whew! You heare asighof relief, andstudythenew .bashrc

];  then

186
1126

220
169
159
1024

functions

saved as /etc/skel/.bashrc.rpmsave

I Wasit really saved?

Oct 12
Aug 23
Jul 13
Aug 23
Jun 17
Jun 17
May 13
Jun 17

needto beintegratedinto your customizedrersion.

1994
1995
1994
1995
20:02
20:46
13:18
20:46

Xclients

Xdefaults

.bash_logout
.bash_profile

.bashrc

. bashrc.rpnmsave

Xfm

.xsession -> Xclients

to seeif thechanges
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--replacefiles Can Mean Trouble Down the Road

While --replacefiles canmake today’sdifficult install go away, it canmean
big headachem thefuture. Whenthetime comesfor erasingthe packagesvolved
in afile conflict, badthingscanhappen.

Whatbadthings?Well, files canbe deleted.Here’show, in threeeasysteps:

1. Two packagesreinstalled. Whenthe secondpackages installed,thereis a
conflict with afile installedby thefirst package.Therefore the --replace-
files  optionis usedto force RPM to replacethe conflicting file with the one
from the secondpackage.

2. At somepointin thefuture,the secondoackages erased.
3. Theconflicting file is gone!

Let’'s look atanexample. First, we install a nev package Next, we take alook ata
file it installed,notingthe sizeandcreationdate.

# rpm -iv cdp-0.33-2.i386.rpm

Installing cdp-0.33-2.i386.rpm

# Is -al /usr/bin/cdp

-PWXr-Xr-X 1 root root 34460 Feb 25 14: 27 /usr/bin/cdp
#

Next, we try to install a newer releaseof the samepackagelt fails:

# rpm -iv cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
lusr/bin/cdp conflicts with file  from c¢dp-0.33-2

error: cdp-0.33-3.i386.rpm cannot be installed

#
So,we use--replacefiles to corvince the newer packageo install. We note
thatthe newer packagenstalledafile ontop of thefile originally installed:

# rpm -iv  --replacefiles cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm
# Is -al /usr/bin/cdp
-PWXr-Xr-X 1 root root 34444 Apr 24 22:37 Jusr/bin/cdp
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Theoriginal cdp file, 34,460byteslong,anddatedFebruary25th,hasbeenreplaced
with afile with the samename,but 34,444byteslong from the 24th of April. The
original file is long gone.

Next, we erasedhe packagene justinstalled.4Finally, we tried to find thefile:

# rpm -e cdp-0.33-3

# Is -al /usr/bin/cdp

Is:  lusr/bin/cdp: No such file  or directory
#

Thefile isgone.Whyisthis? Thereasorns that/usr/bin/cdp fromthefirstpack-
agewasreplacedwhenthe secondpackagewasinstalledusingthe --replace-
files  option. Then,whenthe secondpackagewvaserasedthe /usr/bin/cdp

file wasremoved, sinceit belongedo the secondpackage.If thefirst packagehad
beenerasedirst, therewould have beenno problem,sinceRPMwould have realized
thatthefirst package’dile hadalreadybeendeleted andwould have left thefile in
place.

The only problemwith this stateof affairsis thatthe first packages still installed,
exceptfor /usr/bin/cdp . Sonow therés a partially installed packageon the
system. Whatto do? Perhapst's time to exerciseyour nen-found knowledgeby
issuinganrpm -i  --replacepkgs commando fix upthefirst package..

2.4.5 --nodeps : Do Not Check Dependencies Before
Installing Package

Onedayit’ll happen.You'll beinstallinga new packagewhensuddenlytheinstall
bombs:

# rpm -i  blather-7.9-1.i386.rpm

failed dependencies:

bother >= 3.1 is needed by blather-7.9-1
#

4 For moreinformationon erasingpackagesvith rpm -e , seeChapiel3,JOSINgRPMTI0 Eraserackade s
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Whathappened@he problemis thatthe packageyou’re installing requiresanother
packagéeo beinstalledin orderfor it to work properly In ourexample theblather
packagewon't work properly unlessthe bother package(and more specifcally,
bother version3.1or later)is installed. Sinceour systemdoesn’thave anappro-
priateversionof bother installedatall, RPMabortedheinstallationof blather

Now, 99 timesout of 100, this exactly the right thing for RPM to do. After all, if
the packagadoesn’thave everythingit needgo work properly why try to install it?
Well, aswith everythingelsein life, thereareexceptiongo therule. And thatis why
thereis a--nodeps option.

Adding the --nodeps optionsto an install commanddirectsRPM to ignore ary
dependengrelatedproblemsandto completethe packageanstallation. Going back
to our exampleabove, let's addthe--nodeps optionto thecommandine andsee
whathappens:

# rpm -i  --nodeps  blather-7.9-1.i386.rpm
#

The packagewvasinstalledwithout a peep.Whetherit will work properlyis another
matter but it is installed. In general,it's nota goodideato use--nodeps to get
arounddependeng problems. The packagebuildersincludedthe dependeng re-
quirementdor areasonandit’s bestnotto second-guesthem.

2.4.6 --force : The Big Hammer

Adding --force  to aninstallcommands a way of saying"Install it anyway!" In

essencdt adds--replacepkgs and--replacefiles tothecommandLike

abig hammey--force is anirresistibleforce Sthatmakesthingshappen.In fact,
the only thing thatwill preventa--force ’ed install from proceedings a depen-
deng conflict.

And like a big hammerit paysto fully understandvhy you needto use--force
beforeactuallyusingit.

> No punintended.
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2.4.7 --excludedocs : Do Not Install Documentation For
This Package

RPM hasa numberof goodfeatures.Oneof themis thefactthatRPM classifesthe
filesit installsinto oneof threecateyories:

1. Conig files.
2. Filescontainingdocumentation.
3. All otherfiles.

RPMuseghe--excludedocs  optionto preventfiles classifed asdocumentation
from beinginstalled. In the following example,we know thatthe packagecontains
documentationspecifcally, the manpage,/Jusr/man/manl/cdp.1 . Let’'s see
how --excludedocs keepsit from beinginstalled:

# rpm -iv  --excludedocs cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm

# Is -al /usr/man/manl/cdp.l

Is:  /usr/man/manl/cdp.1: No such file or directory
#

Theprimaryreasorto use--excludedocs is to save on disk space.The savings
canbesizeable .For example,on anRPM-installedLinux systemtherecanbe over
5,000documentatiotiiles, usingnearly50 megabytes.

If you like,youcanmake --excludedocs  thedefaultfor all installs. To dothis,
simply addthefollowing line to /etc/rpmrc ~ , .rpmrc  in yourlogin directory or

thefile specifed with the--rcfile (whichis discussedn BectionZ. 4. 12f-rc- |
file grcfile rcfile pnr c[Fife]) option:

excludedocs: 1

After that,everytimeanrpm -i commands run,it will notinstall any documen-
tationfiles. 6

6 For moreinformationon rpmrcfiles, referto KppendixB, JThg [Fig.
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2.4.8 --includedocs : Install Documentation For This
Package

As thenameimplies, --includedocs directsRPMto install ary files marked as
beingdocumentationThisoptionis normallynotrequiredunlesgherpmrcfile entry

"excludedocs: 1" isincludedin thereferencedpmrcfile. Here’sanexample.

Note thatin this example,/etc/rpmrc contains'excludedocs: 1", which
directsRPM notto install documentatiorfiles:

# Is [usr/man/manl/cdp.1l

Is:  /usr/man/manl/cdp.1: No such file or directory

# rpm -iv  cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm

# Is Jusr/man/manl/cdp.1l

Is:  Jusr/man/manl/cdp.1: No such file or directory
#

Herewe've checledto make surethatthe cdp manpagedid not previously exist on
thesystem.Thenafterinstallingthecdppackagewefind thatthe"excludedocs:
1"in/etc/rpmrc  diditsjob: themanpagewasn'tinstalled.Let’s try it again,this
time addingthe --includedocs option:

# Is Jusr/man/manl/cdp.1l

Is:  Jusr/man/manl/cdp.1: No such file or directory

# rpm -iv  --includedocs cdp-0.33-3.i386.rpm

Installing cdp-0.33-3.i386.rpm

# Is Jusr/man/manl/cdp.1l

-FW-r--r-- 1 root root 4550 Apr 24 22:37 [usr/man/manl/cdp.1l

#

The--includedocs optionoverrodetherpmrcfile’s "excludedocs: 1" en-
try, causingRPM to install the documentatioriile.

2.4.9 --prefix <pat h>: Relocate the package to <pat h>,
if possib le

Somepackagegive the personinstalling themflexibility in determiningwhereon
their systemthey shouldbe installed. Theseareknown asrelocatablepackagesA
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relocatablgpackagealiffersfrom apackagehatcannotberelocatedin only oneway
— thedefinition of adefaultprefix. Becausef this, it takesabit of additionaleffort
to determineif a packages relocatable.But herés an RPM commandhatcanbe
usedto find out: 7

rpm -qp --queryformat "%{defaultprefix}\n" <packagefil e>

Justreplace<packagef i | e> with thenameof thepackagdile youwantto check
out. If the packages not relocatableyou’ll only seethe word (none) . If, on

the otherhand,the commandlisplaysa path,thatmeanghe packages relocatable.
Unlessspecifed otherwise,every file in the packagewill be installedsomeavhere
belaw the pathspecifed by the default prefix.

Whatif youwantto specifyotherwise?Easy:just usethe --prefix option. Let's
giveit atry:

# rpm -qp --queryformat "%{defaultprefix}\n"
cdplayer-1.0-1.i386.rpm

lusr/local

# rpm -i  --prefix /tmpl/test cdplayer-1.0-1.i386.rpm
#

Herewe’ve usedour magicquerycommando determinethatthecdplayer pack-
ageis relocatablelt normallyinstallsbelow /usr/local , but we wantedto move
it around.By addingthe --prefix option,we wereableto make the packagen-
stall in /tmp/test . If we take alook there,we’ll seethat RPM createdall the
necessarylirectoriesto hold the package'diles:

# Is -IR /tmp/test/

total 2

drwxr-xr-x 2 root root 1024 Dec 16 13:21 bin/

drwxr-Xr-x 3 root root 1024 Dec 16 13:21 man/

/tmp/test/bin:

total 41

-FWXTr-Xr-X 1 root root 40739 Oct 14 20:25 cdp*

IrwXxrwxrwx 1 root root 17 Dec 16 13:21 cdplay -> /tmp/test/bin/cdp*

7 We discussRPM'’s guerycommandsn Chapiemn, |cemngmformatonAboutPackade s
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/tmp/test/man:

total 1

drwxr-xr-x 2 root root 1024 Dec 16 13:21 manl/

/tmp/test/man/man1:

total 5

-FWXTr-Xr-X 1 root root 4550 Oct 14 20:25 cdp.1*

#
2.4.10 --noscripts : Do Not Execute Pre- and Post-install
Scripts
Before we talk aboutthe --noscripts option, we needto cover a bit of back-
ground. In BectionZ 4. TJGeting ajoy more nformationwithf vv|, we sav some

outputfrom aninstall usingthe-vv option. As canbe seentherearetwo linesthat
mentionpre-installandpost-installscripts. Whensomepackagesreinstalled,they
may requirethat certainprogramsbe executedbefore,after, or beforeand afterthe
package’diles arecopiedto disk. 8

The --noscripts option preventsthesescriptsfrom being executedduring an
install. Thisis a very dangerousthing to do! The --noscripts optionis really
meantfor packagebuildersto useduring the developmentof their packages.By
preventingthe pre-andpost-installscriptsfrom running,a packagebuilder cankeep
a buggy packagdrom bringing down their developmentsystem.Oncethe bugsare
foundandeliminated the--noscripts optionis nolongernecessaty

2.4.11 --percent : Not Meant for Human Consumption

An optionthatwill probablynever be very popularis --percent . This optionis
meanto be usedby programghatinteractwith theuser perhapgpresentingagraph-
ical userinterfacefor RPM. Whenthe --percent  optionis used,RPM displays
a seriesof numbers.Eachnumberis a percentagehatindicateshow far alongthe
installis. Whenthenumberreached00%,theinstallationis complete.

8 It's possibleo useRPM's querycommando seeif apackagéaspre-or post-instalscripts.Sed =S I Pt T ]
EShowWSCTpSASSocatedvMtT a Package)in sections. 2. 2for moreinformation.
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# rpm -i  --percent iBCS-1.2-3.i386.rpm
%f iBCS:1.2:3
%%0.002140
%%1.492386
%%5.296632
%%9.310026
%%15.271010
%%26.217846
%%31.216000
%%100.000000
%9%100.000000
#

Thelist of percentagewill varydependingpnthenumberof filesin thepackagebut
every packagesndsat 100%whencompletelyinstalled.

2.4.12 --rcfile <rcfile> Use<rcfile>As An
Alternate rpmrc File

The--rcfile optionis usedto specifyafile containingdefault settingsfor RPM.
Normally, this optionis not neededBy default, RPM usegetc/rpmrc  andafile
named.rpmrc locatedin your login directory

This optionwould beusedif therewasaneedto switchbetweersereralsetsof RPM
defaults. Softwaredevelopersandpackageuilderswill normallybetheonly people

usingthe --rcfile option. For moreinformationonrpmrc files, seeAppendix___|

B, rhef pnr ([Fitg.
2.4.13 --root  <pat h>: Use <pat h> As An Alternate Root

Adding --root <pat h> to aninstall commandforcesRPM to assumehat the
directoryspecifed by <pat h> is actuallythe"root" directory The--root  option
affectsevery aspecbf theinstall processsopre-andpost-installscriptsarerun with
<pat h> astheirrootdirectory(usingchroot(2) ,if youmustknow). In addition,
RPM expectsits databaséo residein thedirectoryspecifed by thedbpath rpmrc
file entry, relative to <pat h>. 9

9 For moreinformationonrpmrc file entries,seé
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Normally this optionis only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a"rescuedisk” andsomepackageseedto bere-installed.

2.4.14 --dbpath  <pat h>: Use <pat h> To Find RPM
Database

In orderfor RPMto doits handiwork, it needsaccesso anRPM databaseNormally,
this databasexistsin thedirectoryspecifed by therpmrc file entry dbpath . By
default, dbpath is setto /var/lib/rpm

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath  optionis probablya betterchoicewhenthe databasgathneedsto be
changedemporarily An exampleof a time the --dbpath  optionwould comein
handyis whenit's necessaryo examinean RPM databaseopiedfrom anothersys-
tem. Granted,it's not a commonoccurrencehut it's difficult to handleary other
way.

2.4.15 --ftpport <port>: Use <port > In FTP-based
Installs

Back in [SectionZ. 2. T JORLSFFANONernay 10 SpecifyPackage Fileg we shoved
how RPM canaccesgackagefiles by the useof a URL. We also mentionedthat
somesystemanay not usethe standard=TP port. In thosecasesijt's necessaryo
give RPM the properport numberto use. As we mentionedaborve, oneapproachs
to embedthe port numberin the URL itself.

Anotherapproachs to usethe --ftpport option. RPM will accesdhe desired
portwhenthis option,alongwith the port numberis addedto thecommandine. In
casesvherethedesiredport seldomchangesit maybeenteredn anrpmrc file by
usingtheftpport  entry 10

2.4.16 --ftpproxy <host >: Use <host > As Proxy In
FTP-based Installs

Many companiesand InternetServiceProviders (ISPs)employ variousmethodsto
protecttheir network connectionsagainstmisuse. One of thesemethodsis to use

10 Theuseof rpmrc files is describedn FXppendiXBriaf pnr g,
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a systemthat will processall FTP requeston behalf of the other systemson the
compaly or ISP network. By having a singlecomputeractasa proxy for the other
systemsit senesto protectthe othersystemsagainstary FTP-relatednisuse.

WhenRPMis emplogyedonanetwork with anFTPproxy systemijt will benecessary
for RPM to directall its FTP requestgo the FTP proxy. RPM will sendits FTP
requestdo the specifed proxy systemwhenthe --ftpproxy option, alongwith
the proxy hostnameis addedto the commandine.

In caseswherethe proxy hostseldomchangesit may be enteredn anrpmrc file
by usingthe ftpproxy  entry 11

2.4.17 --ignorearch . Do Not Verify Package Architecture

Whena packagdile is created RPM specifesthearchitecturepr type of computer
hardware,for whichthepackagevascreated.Thisis agoodthing,asthearchitecture
is oneof themainfactorsin determiningvhetherapackagevritten for onecomputer
is goingto be compatiblewith anothercomputer

Whenapackages installed,RPM useshearch_compat rpmrc entriesin order
to determinewhatarenormally consideredcompatiblearchitecturesUnlessyoure
portingRPMto anew architectureyoushouldrt make ary changeso theseentries.
12While RPM attemptgo malke theright decisiongegardingpackagecompatibility;
therearetimeswhenit errsonthesideof conseratism.In thosecasesit’s necessary
to override RPM’s decision. The --ignorearch optionis usedin thosecases.
When addedto the commandine, RPM will not performary architecture-related
checking.

Unlessyoureally know whatyou’re doing,you shouldnever use--ignorearch !

11 Theuseof rpmrc filesis describedn [pPendixB.Jrtaf pnr gt

12 it you are portingRPM, you'll find moreon arch_compat  in RXX[ COnpat e eime COmpatipAr-
chitectues[i Section19.3:1
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2.4.18 --ignoreos : Do Not Verify Package Operating
System

Whena packagdile is created RPM specifes the operatingsystemfor which the
packagavascreated.Thisis agoodthing astheoperatingsystemis oneof themain
factorsin determiningwhethera packagewritten for one computeris going to be
compatiblewith anothercomputer

Whenapackages installed RPMusegheos _compat rpmrc entriesodetermine
whatarenormally considereccompatibleoperatingsystems.Unlessyou’re porting
RPM to a new operatingsystem,you shouldrit make any changego theseentries.
13While RPM attemptgo malke theright decisiongegardingpackagecompatibility;
therearetimeswhenit errson the sideof conseratism. In thosecasesjt's neces-
saryto overrideRPM'’s decision. The --ignoreos optionis usedin thosecases.
Whenaddedto the commandine, RPM will not performary operatingsystem-re-
lated checking.

Unlessyou really know whatyou're doing,you shouldnever use--ignoreos !

13 ¢ you are porting RPM, you'll find moreon os_compat in RXX[_conpatjeine compatitgArchi-
tectues[TSECTONTIZ}
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3 Using RPM to Erase Packages

Table 3-1 rpm -e Command Syntax
rom -e (or--erase ) optionspkgl ... pkg N
Parameters
pkgl ... pkgN Oneor moreinstalledpackages
Erase-sped Options Page
--test Performeraseestsonly | [Section3.3.TF -
Go Throughthe Process
of Erasingthe Padkage,
But Do Not Eraselt
--noscripts Do not executepre-and | [Section 3.3.3]
post-uninstalkcripts - noscr i pys[FDo |
NOJ EXecutePre- pnd
Post-uninstallScripts
--nodeps Do not check Section §.§.g,|
dependencies F-NOJdepSf Do NOt
Che& Dependencies
Before ErasingPadkage
GeneralOptions Page
-V Display dehugging Bection3.Z. TJGetng | |
information More InformationWith
Fvyv]
--root  <pat h> Setalternateroot to ection3.3.5fF -Tool__[ |
<pat h> <pat h>FqUS8<pat h>

Asthe Root
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--rcfile <rcfil e> | Setalternaterpmrcfile to | Section 3.3.4]

<rcfile> F-rcrite Jrefil e

EfRead<r cf i efror T ]

RPM Defaults

--dbpath  <pat h> Use<pat h>to find the |[Seclion3.3.5]

RPM database F—dbpat h Kpat h>

Usegpat h> n
RPM Database

3.1 rpm -e — What Does it Do?

Therpm -e command--erase is equivalent)removes,or erasespneor more
packagefromthesystem.RPM performsaserieof stepsvheneerit erases pack-
age:

» It checksthe RPM databas¢o make surethatno otherpackageslependonthe
packagebeingerased.

It executesa pre-uninstallscript (if oneexists).

It checksto seeif ary of the package’sonig files have beenmodified. If so, it
savescopiesof them.

It reviewstheRPMdatabasto find everyfile listedasbeingpartof thepackage,
andif they do not belongto anothempackagedeleteshem.

It executesa post-uninstalkcript(if oneexists).

It removesall tracesof the packaggandthefiles belongingto it) from the RPM
database.

That’'s quite a bit of actiity for a singlecommand.No wonderRPM canbe sucha
time-saer!

3.2 Erasing a Package

The mostbasicerasecommands:

# rpm -e eject
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Inthiscasetheeject packagevaserasedThereisn’'t muchinthewayof feedback,
is there?Couldwe getmoreif we add-v ?

# rpm -ev eject
#

Still nothing. However, therés anotheoptionthatcanbecountedonto giveawealth
of information. Let’s giveit atry:

3.2.1 Getting More Information With -vv

By adding-vv tothecommandine, we canoftengeta betterfeel for what’sgoing
oninsideRPM. The-vv optionwasreally meantfor the RPM developersandits
outputmay changeput it is a greatway to gaininsightinto RPM’s innerworkings.
Let's try it with rpm -e:

rpm -evv eject

. uninstalling record number 286040
running  preuninstall script  (if any)
removing files test =0
/usr/man/manl/eject.1 - removing
lusr/bin/eject - removing

running  postuninstall script  (if any)

removing database entry

removing name index

removing group index

removing file index for /usr/bin/eject
removing file index for /usr/man/manl/eject.l

#OOOUOOOUOUOUO*

Although-v hadno effecton RPM’s output,-vv gave usatorrentof output. But
whatdoesit tell us?

First, RPM displaysthe package’'secordnumber The numberis normally of use
only to peoplethatwork on RPM's databaseode.

Next, RPM executesa "pre-uninstall’script, if oneexists. This script canexecute
any commandsequiredto remove the packagebeforeary files areactuallydeleted.
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The"files test = 0"lineindicateshatRPMis to actuallyerasethe package.

If thenumberhadbeennon-zeroRPMwould only beperformingatestof thepack-

ageerasureThis happenwvhenthe--test optlon is used Referto
il g ' ad for

moreinformationon the useof the --test optlonW|th rpm -e.

Thenext two lineslog the actualremoval of thefiles comprisingthe package Pack-
ageswith mary files canresultin alot of outputwhenusing-vv !

Next, RPM executesa "post-uninstall'script, if oneexists. Like the pre-uninstall
script,thisscriptis usedo performany processingequiredto cleanlyerasehepack-
age. Unlike the pre-uninstallscript, however, the post-uninstallscriptrunsatfter all
the packages files have beenremoved.

Finally, the lastfive lines shav the processRPM usesto remove every traceof the
packagdromits databaseFromthe messagesye canseethatthedatabaseontains
someper-packagelata,followedby informationon every file installedby the pack-
age.

3.3 Additional Options

If you're interestedn a complex commandwith lots of options,rpm -e is notthe
placeto look. Therejust arerit that mary differentwaysto erasea package!But
therearea few optionsyou shouldknow about.

3.3.1 -test — Go Through the Process of Erasing the
Package, But Do Not Erase It

If you'reabit gun-shyabouterasingapackageyou canusethe--test  optionfirst
to seewhatrpm -e would do:

# rpm -e --test bother

removing these packages would break dependencies:
bother >= 3.1 is needed by blather-7.9-1

#
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It's prettyeasyto seethattheblather  packagevouldnt work verywell if bother
were erased. To be fair, however, RPM wouldn’t have erasedhe packagein this
exampleunlesswe usedthe--nodeps option,whichwe’ll discussshortly.

However, if thereareno problemserasingthe packageyouwon't seevery much:

# rpm -e --test eject
#

We know, basednpreviousexperiencethat-v doesn’tgiveusary additionaloutput
with rpm -e . However, wedoknow that-vv workswonders.Let's seewhatit has
to say:

# rpm -evw --test eject

D: uninstalling record number 286040

D: running preuninstall script ~ (if any)
D: would remove files test =1

D: /usr/man/manl/eject.1 - would remove
D: /usr/bin/eject - would remove

D: running postuninstall script  (if any)
D: would remove database entry

#

As you cansee,the outputis similar to that of a regular erasecommandusingthe
-vv option,with the following exceptions:

e The"would remove files test = 1" line endswith a non-zeronum-
ber Thisis because-test hasbeenadded.If thecommandhadn’tincluded
--test , the numberwould have been0, and the packagewould have been
erased.

* Thereisaline for eachfile thatRPMwould have removed,eachoneendingwith
"would remove " insteadof "removing ".

* Thereisonly oneline attheend,stating:"would remove database en-
try ", versusthe multi-line outputshaving the cleanupof the RPM database
duringanactualerase.
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By using--test  in conjunctionwith -vv , it's easyto seeexactlywhatRPMwould
do duringanactualerase.

3.3.2 --nodeps : Do Not Check Dependencies Before
Erasing Package

It's likely thatonedaywhile erasinga packageyou’ll seesomethindik e this:

# rpm -e bother

removing these packages would break dependencies:
bother >= 3.1 is needed by blather-7.9-1

#

Whathappened?he problemis thatoneor moreof the packagesnstalledon your
systenrequirethepackageyoure trying to erase Withoutit, they won't work prop-
erly. Inourexample theblather  packagevon't work properlyunlesghebother
packagdandmorespecifcally, bother version3.1orlater)isinstalled.Sincewe’re
trying to erasebother , RPM abortedthe erasure.

Now, 99 timesout of 100, this is exactly theright thing for RPM to do. After all, if
thepackages neededy otherpackageswhy try to erasat? As with everythingelse
in life, thereareexceptiongo therule. And thatis why thereis a--nodeps option.

Adding the --nodeps optionsto an erasecommanddirectsRPM to ignore ary
dependengrelatedproblemsandto erasethe package Goingbackto our example
above,let's addthe--nodeps optionto thecommandine andseewhathappens:

# rpm -e --nodeps bother
#

The packagevaserasedvithouta peep.Whethertheblather  packagewill work
properlyis anothermatter In general,it's not a goodideato use--nodeps to
getarounddependeng problems. The packagebuildersincludedthe dependeng
requirementgor areasonandit’'s bestnotto second-guesthem.
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3.3.3 --noscripts — Do Not Execute Pre- and
Post-uninstall  Scripts
In [Sections. Z. TjGetngMore Informationwit vv|, we usedthe-vv optionto see

what RPM wasactuallydoingwhenit eraseda package.We notedthattherewere
two scripts,apre-uninstalbinda post-uninstallthatwereusedto executecommands
requiredduringthe procesof erasinga package.

The --noscripts option preventsthesescriptsfrom being executedduring an
erase.Thisis a very dangerousthing to do! The --noscripts optionis really
meantfor packageuildersto useduringthe developmenbf their packagesBy pre-
ventingthe pre-andpost-uninstalkcriptsfrom running,a packageuilder cankeep
a buggy packagdrom bringing down their developmentsystem.Oncethe bugsare
foundandeliminated there’svery little needto preventthesescriptsfrom running;
in fact, doing so cancauseproblems!

3.3.4 --rcfile <rcfile>—Read <rcfil e>For RPM
Defaults
The--rcfile optionis usedto specifyafile containingdefault settingsfor RPM.

Normally, this optionis not neededBy default, RPM usegetc/rpmrc  andafile
named.rpmrc locatedin your login directory

Thisoptionwould be usedif therewasaneedto switchbetweerseveralsetsof RPM
defaults. Softwaredevelopersandpackagebuilderswill normallybetheonly people

usingthe --rcfile option. For moreinformationonrpmrc files, seeAppendix___|
B, Thef pnr c[Fifa.

3.3.5 --root <pat h>— Use <pat h> As the Root

Adding --root <pat h> to aninstall commandforcesRPM to assumehat the
directoryspecifed by <pat h> is actuallythe"root" directory The--root  option
affectsevery aspecbf theinstall processsopre-andpost-installscriptsarerun with
<pat h> astheirrootdirectory(usingchroot(2) ,if youmustknow). In addition,
RPM expectsits databaséo residein thedirectoryspecifed by thedbpath rpmrc
file entry, relative to <pat h>. 1

1 For moreinformationonrpmrc file entries,seé
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Normally this optionis only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a"rescuedisk” andsomepackageseedto bere-installed.

3.3.6 --dbpath  <pat h>: Use <pat h> To Find RPM
Database

In orderfor RPMto doits handiwork, it needsaccesso anRPM databaseNormally,
this databasexistsin the directoryspecifed by therpmrc file entry dbpath . By
default, dbpath is setto /var/lib/rpm

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath  optionis probablya betterchoicewhenthe databasgathneedsto be
changedemporarily An exampleof a time the --dbpath  option would comein
handyis whenit's necessaryo examinean RPM databaseopiedfrom anothersys-
tem. Granted,it's not a commonoccurrencehut it's difficult to handleary other
way.

3.4 rpm -e and Config files

If you've madechangeso a configurationfile thatwasoriginally installedby RPM,
your changesvon’t be lost if you erasethe package.Say for example,thatwe’ve
madechangeso /etc/skel/.bashrc (aconig file), whichwasinstalledaspart
of theetcskel package Later, we remove etcskel

# rpm -e etcskel
#

But if we take alook in /etc/skel , look what'sthere:
# Is -al
total 5
drwxr-xr-x 3 root root 1024 Jun 17 22:01
drwxr-xr-x 8 root root 2048 Jun 17 19:01 ..
-FW-r--r-- 1 root root 152 Jun 17 21:54 .bashrc.rpmsave
drwxr-xr-x 2 root root 1024 May 13 13:18 .xfm

#
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Sureenough:.bashrc.rpmsave is acopy of yourmodified .bashrc file! Re-
membef however, that this featureonly works with config files. Not surehow to
determinewhich files RPM thinks areconfg files? Chapitemn, JGettingmformation
AboutPackageswill shav you how.

3.5 Watch Out!

RPM takesmostof the work out of remaoving softwarefrom your systemandthat’s
great.As with everythingelsein life, however, there’sa downside.RPM alsomakes
it easyto erasepackageshatarecritical to your system’scontinuedoperation.Here
aresomeexamplesof packagesotto erase:

RPM:RPMwill happily uninstallitself. No problem— you'll justre-installit
with rpm -i ... Oops!

* Bash: The Bourne-agairShell may not be the shell you use,but certainparts
of mary Linux systems(like the scripts executedduring systemstartupand
shutdavn) use /bin/sh , which is a symbolic link to /bin/bash . No
/bin/bash , no/bin/sh . No/bin/sh |, nosystem!

In mary casesRPM’sdependengprocessingvill preventinadwertenterasure$rom
causingmassve problems. However, if you're not sure,userpm -q to getmore
informationaboutthe packageyou'd like to erase.2

2 SeelChapien JGetmnginformatonAboutPadkages for moreinformationonrpm -q .
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4 Using RPM to Upgrade Packages
Table 4-1 rpm -U Command Syntax
rpm -U (or --upgrade )optionsfilel.rpm ... fileN.rpm
Parameters
filel.rpm Oneor moreRPM packagdiles (URLs OK)
fileN.rpm
Upgrade-speait Options Page
-h (or--hash ) Print hashmarks("#") | [SectionZ.3.2} hf Perfect ]
duringupgradgé for the Impatient
--oldpackage Permit"upgrading"to an |[Section4.3.1]
olderpackage - Ol dpackagef
Upgrade To An Older
\ersion
--test Performupgradetests BectionZ.4.Z} - t est|
onlyg PerformInstallation Tests
Only
--excludedocs Do not install Section2.4.7]
documentatiofp F—excl udedocs| ]

Do Not Install
Documentatiorfor This
Padkage

--includedocs

Install documentatiogp

Section Z2.4.8]

- -1 ncl udedocsf

Install Documentation
For ThisPackage
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--replacepkgs

Replacea packagewith a
new copy of itself

Section 2.2[.3,|

- -repl acepkgsf

Install the Padkage Even
If Alreadylinstalled

--replacefiles Replacefiles ownedby | [SectionZ.4.4]
anothempackagp --repl acefi | esf
Install the Package Even
If It ReplacesAnother
Padkage’s Files
--force Ignorepackageandfile | [Sectiond.3.2} - f or cef
conflicts TheBig Hammer
--percent Print percentageduring ectionZ.4.11,
upgradg - - per cent%m‘rlvr@an'r
for HumanConsumption
--noscripts Do not executepre-and | [Section4.3.3]
post-installscripts F-Noscriptjsf_ Do
Not Executelnstall and
Uninstall Scripts
--prefix <pat h> Relocatepackageto Section 2.4.9]
<pat h> if possibl@ F-prefri x Qpat h>f
Relocatethe padkage to
Epat h3if possinia
--ignorearch Do not verify package |[SectionZ.4.17,
architecturg - gnor earichf DO
Not Verify Padkage
Architectue
--ignoreos Do not verify package |[SectionZ.4.18,
operatingsysterg F - gnor eosf Do NoOt
\erify Package Operating

System
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-

--nodeps Do not check §ec§|ong.§.§,|
dependencigs F-TodepS[_[Po NOt
Che& Dependencies
Befoee Installing Package
--ftpproxy <host > | Use<host > asthe FTP | SectionZ.4.1%,
Proxyf -1 TPpr OX
<host USeKhost
AsProxyIn FTP-based
Installs
--ftpport <port> |Use<port>astheFTP |[SectionZ.4.Th,
por§ F-TTpport_Kport >f
Use Kpor t >[N
FTP-basednstalls
GeneralOptions Page
-V Display additional BectionZ 3. T]Gettinga
informatior bit more feedbak with .
-V Display dehugging ectionZ. 4. TJGetnga
informatiorg fomore informagionwith
- V'V
--root  <pat h> Setalternateroot to ectionZ.4.T3F -t oot
<pat h>f <pat h>Usgkpat h>|

As An AlternateRoot




74

Chapter 4:Using RPM to Upgrade Packages

--rcfile <rcfil e> | Setalternaterpmrcfile to | SectionZ.4.12,
<rcfil e>f F-TCcrile
<rcfil e USe

<rcfil| exASAN

Alternatef pnr c[File

--dbpath  <pat h> Use<pat h>to find the |[SectionZ.4.1%,
RPM databasé F-dbpat i [Qpat h>
Usekpat h> m
RPM Database

4.1 rpm -U — What Does it Do?

If therewasoneRPM commandhatcouldwin over friends,it would be RPM’s up-
gradecommand.After all, anyonewho hasever tried to install a newver versionof
any softwareknows whata traumaticexperiencet canbe. With RPM, though,this
processs reducedo asinglecommandrpm -U. Therpm -U command--up-
grade is equvalent)performstwo distinctoperations:

1. Installsthedesiredpackage.
2. Erasesll olderversionsof the packageif any exist.

If it soundsto you like rpm -U is nothingmorethananrpm -i command(see

[ChapterZ, Josing RPMTo Instalt Packaged followed by the appropriatenumberof
rom -e commands(sedChapiem, you’d beexactly

right. In fact,we’ll bereferringbackto thosechaptersaswe discusspm -U, soif
you haven’t skimmedthosechapterg/et, you mightwantto do thatnow.

While somepeoplemight think it’s a "cheapshot"to claim that RPM performsan
upgradewnhenin factit’s justdoingthe equivalentof a coupleof othercommandsin
fact,it's avery smartthing to do. By carefully craftingRPM'’s packagenstallation
and erasurecommandgo do the work requiredduring an upgrade jt makes RPM

1 This optionbehaesidentically to the sameoptionusedwith rpm -i . PleaseseeChapierZ JOSMgRPMIO ]
Install Padkagesfor moreinformationon this option.
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moretolerantof misuseby preservingmportantfiles evenif anupgradesn’t being
done.

If RPM hadbeenwritten with a very "smart"upgradecommandandtheinstall and
erasecommandgouldn’thandleupgradesituationsatall, installinga packagecould
overwriteamodifiedconfigurationfile. Likewise,erasingapackagevouldalsomean
thatconfig files couldbeerasedNot agoodsituation! However, RPM’s approactto
upgradesnakesit possiblao handleeventhemosttricky situation— having multiple
versionsof a packagenstall simultaneously

4.1.1 Config file magic

While therpm -i andrpm -e commandsachdo their partto keepconig files
straight,it is with rpom -U thatthefull power of RPM’s config file handlingshowns
through. Thereareno lessthansix differentscenarioghat RPM takesinto account
whenhandlingconig files.

In orderto make the appropriatedecisions RPM needsinformation. The informa-
tion usedto decidehow to handleconiig files is a setof threelarge numbersknown
asMD5 chedksums An MD5 checksumis producedwhenafile is usedasthein-
put to a complex seriesof mathematicabperations.The resultingchecksumhasa
uniqueproperty in thatanychangeo thefile’s contentswill resultin achangeo the
checksunof thatfile. 2Therefore MD5 checksumsrea powerful tool for quickly
determiningwhethertwo differentfiles have the samecontentsor not.

In the previous paragraphyve statedthatRPM usesthreedifferentMD5 checksums
to determinewhatshouldbe donewith a config file. Thethreechecksumsre:

1. TheMD5 checksunof thefile whenit wasoriginally installed. We’ll call this
the original file.

2. TheMD5 checksunof thefile asit existsat upgradetime. We’'ll call this the
currentfile.

3. The MDS5 checksunof the correspondindile in the newv package.We'll call
this the new file.

2 Actually, there’saonein 21280hanceachangeNiII goundetectedhut for all practicalpurposesit’s asclose
to perfectaswe canget.
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Let's take alook at the variouscombinationsof checksumsseewhat RPM will do
becaus®f them,anddiscussvhy. In thefollowing exampleswe’ll usethelettersX,
Y, andZ in placeof lengthyMD5 checksums.

Original file = X, Current file = X, New file = X

In this case,the file originally installedwas never modified. 3The file in the new
versionof the packagads identicalto thefile on disk.

In thiscase RPMinstallsthenew file, overwritingtheoriginal. Youmaybewonder-
ing why goto thetroubleof installingthe new file if it's justthe sameastheexisting
one.Thereasoris thataspect®f thefile otherthanits nameandcontentsnighthave
changedThefile’s ownershipfor example might bedifferentin thenew version.

Original file = X, Current file = X, New file =Y

The original file hasnot beenmodified, but thefile in the new packagas different.
Perhapgshedifferencerepresenta bug-fix, or anew feature.It makesno difference
to RPM.

In this case RPM installsthe new file, overwriting the original. This malkessense.
If it didn’t, RPM would never permit newer, modified versionsof softwareto be

installed! The original file is not saved, sinceit had not beenchanged.A lack of

changedheremeanghatno site-specitc modificationsweremadeto thefile.

Original file = X, Current file =Y, New file = X

Herewe have afile thatwaschangedtsomepoint. However, thenew file isidentical
to the existing file prior to thelocal modifications.

In this case RPM takestheviewpoint thatsincethe original file andthe new file are
identical, the modificationsmadeto the original versionmuststill be valid for the
new version. It leavesthe existing, modified file in place.

3 Or, assomesticklersfor detailmay note, it may have beenmodified, and subsequentlghosemodifications
wereundone.
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Original file = X, Current file =Y, New file =Y

At somepointtheoriginalfile wasmodified, andthosemodificationshapperto make
thefile identicalto thenew file. Perhapshe modificationwasmadeto fix a security
problem,andthe new versionof thefile hasthe samefix appliedto it.

In this case,RPM installsthe new version,overwriting the modified original. The
samephilosophyusedin the first scenaricapplieshere— althoughthe file hasnot
changedperhapsomeotheraspecbf thefile has,sothe new versionis installed.

Original file = X, Current file =Y, New file =Z

Heretheoriginalfile wasmodified at somepoint. Thenew file is differentfrom both
the original and the modified versionsof the originalfile.

RPM is not ableto analyzethe contentsof the files, and determinewhat is going
on. In this instance,|t takesthe bestpossibleapproach.The new file is known to
work properlywith therestof the softwarein the new package— atleastthepeople
building thenew packageshouldhave insuredthatit does.Themodified originalfile
is anunknawn: it might work with the new packageit might not. SoRPM installs
the new file.

BUT... Theexistingfile wasdefinitely modified. Someonenadeaneffort to change
thefile, for somereason Perhapsheinformationcontainedn thefile is still of use.
Therefore RPM saresthe modified file, namingit <f i | e>.rpmsave , andprints
awarning,sothe userknows whathappened:

warning:  /etc/skel/.bashrc saved as /etc/skel/.bashrc.rpmsave

Thesefive scenarioscover just aboutevery possiblecircumstancesave one. The
missingscenario?

Original file = none, Current file = ??, New file = ??

While RPM doesn’tusechecksumsn this particularcase we’ll describet in those
terms,for the sale of consisteng. In this instance RPM had not installedthe file
originally, sothereis no original checksum.

Becausehefile hadnotoriginally beeninstalledaspartof apackagethereis noway
for RPMto determingf thefile currentlyin placehadbeenmodified. Thereforethe
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checksumgor the currentfile andthe new file areirrelevant;they cannotbe usedto
clearup the mystery

Whenthis happensRPMrenameshefile to<f i | e>.rpmorig , printsawarning,
andinstallsthe new file. This way, any modificationscontainedn the original file
aresaved. The systemadministratoicanreview the differencesetweerthe original
andthe newly installedfiles anddeterminewvhatactionshouldbe taken.

As you can see,in the majority of casesRPM will automaticallytake the proper
courseof actionwhenperforminganupgradelt is only whenconfg files have been
modified andareto be overwritten,thatRPM leavesary post-upgradevork for the
systemadministrator Evenin thosecasesmary timesthe modified files are not
worth saving andcanbe deleted.

4.2 Upgrading a Package

Themostbasicversionof therpm -U commands simply"rpm -U", followedby
thenameof a.rpm packagdile:

# rpm -U eject-1.2-2.i386.rpm
#

Here,RPM performedall the stepsnecessaryo upgradethe eject-1.2-2 pack-
age,fasterthancould have beendoneby hand.As in RPM's install commandUni-
form Resourca.ocators,or URLs, canalsobe usedto specifythe packagdile. 4

4.2.1 rpm -U’s Dirty Little Secret

Well, in the exampleabove, we didn’t tell thewhole story. Therewasno olderver-
sionof theeject packageanstalled. Yes,it's true— rpm -U worksjustfine asa
replacementor the normalinstallcommandpm -i .

Thisis anotheymoreconcreteexampleof the strengthof RPM’s methodof perform-
ing upgrades.SinceRPM'’s install commandis smartenoughto handleupgrades,

4 For moreinformation on RPM'’s useof URLSs, pleaseseeSectionZ Z. T JORCIANOtEr way to_Specify
Package Files.




Section 4.3:They’re Nearly Identical...

79

RPM’s upgradecommands really justanothemvay to specifyaninstall. Somepeo-
ple never even botherto use RPM’s install command;they alwaysuserpm -U.
Maybethe"-U" shouldstandfor, "Uh, do theright thing"...

4.3 They’re Nearly Identical...

Giventhefactthatrpm -U canbeusedasareplacemento rpm -i , it followsthat
mostof the optionsavailablefor rpom -U areidenticalto thoseusedwith rpm -i .
Therefore,to keepthe duplicationto a minimum, we’ll discussonly thoseoptions
thatareuniqueto rpm -U, or that behave differently from the sameoption when
usedwith rpm -i . Thetableon[TableZdL pm - UCTommandsyntakat the start
of this chaptershaws all valid optionsto RPM’s upgradecommand andindicates
which areidenticalto thoseusedwith rpm -i .

4.3.1 --oldpackage : Upgrade To An Older Version

This option might be useda bit more by peoplethat like to stayon the "bleeding
edge"of new versionsof software, but eventually everyonewill probablyneedto
useit. Usually, the situationplaysout like this:

* Youhearaboutsomenew softwarethatsoundgrettynifty, soyoudownloadthe
.rpm file andinstall it.

* Thesoftwareis great It doeseverythingyou askfor, andmore. You endup
usingit every day for the next few months.

* You hearthata new versionof your favorite softwareis available. You waste
notimein gettingthe package.You upgradehe softwareby usingrpm -U. No
problem!

* Fingersarchedin anticipation,you launchthe new version. Your computer’s
screengoesblank!

Lookslike abugin the new version.Nowwhatdo you do? Hmmm. Maybeyou can
just "upgrade'to the olderversion. Let's try to go backto release? of cdp-0.33
from releases:

# rpm -Uv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm




80

Chapter 4:Using RPM to Upgrade Packages

package cdp-0.33-3 (which is newer) is already installed
error: cdp-0.33-2.i386.rpm cannot be installed
#

Thatdidn’t work very well. At leastit told usjustwhatthe problemwas— we were
trying to upgradeto an older versionof a packagethatis alreadyinstalled. Fortu-
nately there’sa specialoptionfor justthis situation:--oldpackage . Let'sgiveit
atry:

# rpm -Uv --oldpackage cdp-0.33-2.i386.rpm

Installing cdp-0.33-2.i386.rpm
#

By usingthe --oldpackage  option, release3 of cdp-0.33 s history, andhas
beenreplacedoy release?.

4.3.2 --force . The Big Hammer

Adding--force  to anupgradecommands away of saying"Upgradeit anyway!"
In essencdt adds--replacepkgs , --replacefiles , and--oldpackage

to thecommand.Like abig hammey--force  is anirresistibleforce Sthatmakes
thingshappenln fact,the only thing thatwill preventa--force ’ed upgraderom
proceedings a dependeng conflict.

And like a big hammerit paysto fully understandvhy you needto use--force
beforeactuallyusingit.

4.3.3 --noscripts - Do Not Execute Install and Uninstall
Scripts

The --noscripts option preventsa package’re- and post-installscriptsfrom
beingexecuted.Thisis nodifferentthantheoption’sbehaior whenusedwith RPM’s
install command.However, thereis anadditionalpoint to considemwhenthe option
is usedduringanupgrade.Thefollowing exampleusesspecially-luilt packageshat
displaymessagewhentheir scriptsareexecutecby RPM:

S Punintended.
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# rpm -i  bother-2.7-1.i386.rpm

This is the bother 2.7 preinstall script
This is the bother 2.7 postinstall script
#

In thiscaseapackagéasbeeninstalled.As expectedits scriptsareexecuted.Next,
let’'s upgradethis package:

# rpm -U bother-3.5-1.i386.rpm

This is the bother 3.5 preinstall script
This is the bother 3.5 postinstall script
This is the bother 2.7 preuninstall script
This is the bother 2.7 postuninstall script
#

This is a textbook exampleof the sequencef eventsduring an upgrade. The new
versionof thepackages installed(asshonvn by the pre-andpost-installscriptsbeing
executed).Finally, the previousversionof the packagas removed(shaving the pre-
andpostuninstall scriptsbeingexecuted).

Therearereally no surpriseghere— it worked just the way it wasmeantto. This

time, let’s usethe --noscripts optionwhenthe time comesto performthe up-
grade:

# rpm -i  bother-2.7-1.i386.rpm

This is the bother 2.7 preinstall script

This is the bother 2.7 postinstall script

#

Again, the first packagds installed,andits scriptsare executed.Now let’s try the
upgradeusingthe --noscripts option:

# rpm -U --noscripts bother-3.5-1.i386.rpm
This is the bother 2.7 preuninstall script
This is the bother 2.7 postuninstall script
#
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Thedifferencehereis thatthe --noscripts option preventedthe new packagés
scriptsfrom executing. Thescriptsfrom thepackagédeingerasedverestill executed.
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5 Getting Information About Packages
Table 5-1 rpm -g Command Syntax
rom -q (or --query ) options
PackageSelectionOptions Page
pkgl ... pkgN Query installed [hePadkage Labg[in | |
package(s) Section5.2.1
-p <file>(or"-") Query packagefile @H’Q@y__l
<fil e> (URLsOK) a Speciic RPM Package
File jn Sections.2.1
-f o <file> Querypackageowning ]
<file> the Package Owning
| | exfjn Sections.Z.
-a Queryall installed uery alled
packages Packagegin Sections.Z2.]
--whatprovides Query packages F - I des
<xX> providing capability <X ages
<> ThatProvide Capability
ExJn Sections.21
-g <group> Query packages ]
belongingto group PackagesBelongingTo
<gr oup> Group kgr oup>{n |
Section5.2.1
--whatrequires Querypackagesequiring | = ires
<xX> capability<x> <X uery ages
ThatRequie Capability
kxfn Sections.2.1
Information SelectionOptions Page
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<nul | > Displayfull packagdabel | ThePackage Cabe[in~ |
Section5.2.1
-i Display summary [ i [ Disptay Package
packagenformation Informatiorfin Section
5.2.2
- Display list of filesin I
package Package’s File Lisfin
Section5.2.2
-C Display list of i
configurationfiles Package’s List of
Confguration Files|n
Section5.2.2
-d Display list of
documentatiorfiles List of the Package’s
Documentatiofin SEction
5.2.2
-S Display list of files in ateof
packagewith state Ead File in the Package
jn Sections. 2.2
--scripts Displayinstall, uninstall, |- i W
verify scripts ScriptsAssociatedMth a
Package jn Sections.2.2
--queryformat (or Display querieddatain | F—quer yf orjmat [
-gf ) customformat Constructa Custom
Query Respons¢n
Section5.2.2
--dump Display all verifiable Faunpp Dispray At ]
informationfor eachfile | Verifiable Informationfor
Ead File jn Sections.2.2
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--provides Display capabilities - ]
packageprovides CapabilitiesProvidedby
the Package jn Section ||
5.2.2
--requires (or-R) Display capabilities - S Dt ]
packageequires CapabilitiesRequied by
the Package jn Section ||
5.2.2
GeneralOptions Page
-V Display additional FYIEIDisptaydditjonal
information Informationjn Section ||
5.2.2
-V Display dehugging ecfion5.Z.3]Getnga |
information fomore informagionwith
- V]
--root  <pat h> Setalternateroot to ections.2Z.4f-Toot__[ |
<pat h> <pat h>fUsekpat hy
AsAn AlternateRoot
--rcfile <rcfil e> | Setalternaterpmrc file ection 5.2.5]
to<rcfile> F-TCcfile
<rcfil e USE
<rcfi| e{ASAN
Alternatef pnr c[Fife
--dbpath  <pat h> Use<pat h>to find the |[Seclion5.2.6]
RPM database F—dbpat h Kpat h>

Usekpat h> n

RPM Database
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5.1 rpm -g — What does it do?

Oneof thenicethingsaboutusingRPMis thatthepackageyoumanagelon’tendup
goinginto somekind of blackhole. Nothingwould beworsethanto install, upgrade,
anderaseseveraldifferentpackagesindnot have aclueasto what'sonyour system.
In fact,RPM’s queryfunctioncanhelpyou getout of sticky situationdike:

* You'repokingaroundyoursystemandyou comeacrossafile thatyoujustcant
identify. Wheredid it comefrom?

* Your friend sendsyou a packagefile, andyou have no ideawhat the package
does,whatit installs,or whereit originally camefrom.

* Youknow thatyou installedXFree86a couplemonthsago,but you don’t know
whatversion,andyou can’tfind any documentatioron it.

Thelist couldgoon, but yougettheidea. Therpm -q commands whatyou need.
If you're thekind of persorthatdoesn’tik eto have moreoptionsthanyouknow what
to dowith, rpom -gq mightlook imposing.But fearnot. Onceyou have a handleon
the basicstructureof anRPM query it'll bea pieceof cake.

5.2 The Parts of an RPM Query

It becomeseasyto constructa querycommandonceyou understandhe individual

parts. Firstis the-q (Youcanalsouse--query , if youlike). After all, you need
to tell RPM whatfunctionto perform,right? Therestof a querycommandconsists
of two distinctparts: packageselection(or whatpackagegou'd like to query),and

informationselection(or whatinformationyoud like to see). Let's take a look at

packageselectionfirst:

5.2.1 Query Commands, Part One: Package Selection

Thefirstthingyou’ll needto decidewhenissuinganRPM queryis whatpackageor
packagesyou’d like to query RPM hasseveralwaysto specify packagesso you
have quite anassortmento choosefrom.
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The Package Label

In earlierchaptersyve discussedRPM’s packagdabel,a stringthatuniquelyidenti-
fieseveryinstalledpackage Every label containsthreepiecesof information:

1. Thenameof the packagedoftware.
2. Theversionof the packagedoftware.
3. Thepackagés releasenumber

Whenissuinga querycommandusingpackagdabels,you mustalwaysincludethe
packagename.Youcanalsoincludetheversionandeventhereleaseif youlike. The
only restrictionsarethateachpartof the packagdabel specifed mustbe complete,
andthatif any partsof the packagdabel are missing,all partsto the right mustbe
omittedaswell. Thissecondestrictionis justalongway of sayingthatif youspecify
thereleaseyou mustalsospecifytheversionaswell. Let’s look at afew examples.

Say for instanceyou’ve recentlyinstalleda new versionof the C libraries,but you
can’tremembethe versionnumber:
# rpm -q libc

libc-5.2.18-1
#

In this type of query RPM returnsthe completepackagdabelfor all installedpack-
ageghatmatchthegiveninformation.In theexampleabove, if version5.2.170f the
C librarieswasalsoinstalled,its packagdabelwould have beendisplayedjoo.

In this example,we’ve includedtheversionaswell asthe packagename:

# rpm -q rpm-2.3
rpm-2.3-1
#

Note, however, thatRPM is a bit picky aboutspecifyingpackagenames.Hereare
somequeriesfor the C library thatwon’t work:

# rpm -q LibC
package LibC is not installed
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#

# rpm -q lib

package lib is not installed

#

# rpm -q "lib*"

package lib* is not installed
#

# rpm -q libc-5

package libc-5 is not installed

#

# rpm -q libc-5.2.1

package libc-5.2.1 is not installed
#

As youcansee RPMis casesensitve aboutpackagenamesandcannotmatchpartial
namesyersionnumberspr releasenumbers.Nor canit usethewildcard characters
we've cometo know andlove. As we've seenhowever, RPM canperformthequery
whenmorethanonefield of the packagdabelis present.In the above case,rpm
-q libc-5.2.18 , orevenrpm -gq libc-5.2.18-1 would have found the
packagelibc-5.2.18-1

Queryingbasedon packagdabelsmay seema bit restrictve. After all, you needto
know the exactnameof a packagen orderto performa queryonit. But thereare
otherwaysof specifyingpackages...

-a — Query All Installed Packages

Want lots of informationfast? Usingthe -a option, you canqueryevery package
installedon your system.For example:
# rpm -qa

ElectricFence-2.0.5-2
ImageMagick-3.7-2

tetex-xtexsh-0.3.3-8
lout-3.06-4
#

(On a systeminstalledusingRPM, the numberof packagesaneasilynumber200
or more;we’ve deletedmostof the output.)




Section 5.2:The Parts of an RPM Query

89

The-a option canproducemountainsof output,which makesit a prime candidate
for piping throughthe mary Linux/UNIX commandsavailable. One of the prime

candidatesvould beapagersuchasmore, sothatthelist of installedpackagesould

be viewed a screenfulat a time.

Anotherhandycommando piperpm -ga ’s outputthroughis grep . In fact,using
grep , it’s possibleto getaroundRPM’s lack of built-in wildcard processing:
# rpm -qa | grep -i  Sysv

SysVinit-2.64-2
#

In thisexample wewereableto find theSysVinit  packageeventhoughwedidn’t
have the completepackagename,or capitalization.

-f <fil e>— Query the Package Owning <fil e>

How mary timeshave you found a programsitting on your systemand wondered
"what doesit do?"Well, if the programwasinstalledby RPM aspartof a package,
it's easyto find out. Simplyusethe-f option. Example:Youfind astrangeprogram
calledls in/bin (Okay, it is acontrivedexample).Wonderwhatpackagenstalled
it? Simple!

# rpm -qf /bin/ls

fileutils-3.12-3
#

If you happerto point RPM atafile it didn’t install, you'll geta messagaimilar to
the following:

# rpm -qf .cshrc
file  /home/ed/.cshrc is not owned by any package
#

A Tricky Detail

It's possiblethatyou’ll getthe"not ownedby ary package'messagén error. Here’s
anexampleof how it canhappen:

# rpm -qf /usr/X11/bin/xterm
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file  /usr/X11/bin/xterm is not owned by any package
#

As you cansee,we're trying to find out what packagethe xterm programis part
of. Thefirst examplefailed,which mightleadoneto believe thatxterm reallyisn’t
ownedby ary package.

However, let’s look at a directorylisting:
# Is -IF Jusr

Ilr.\}vxrwxrwx 1 root root 5 May 13 12:46 X11 -> X11R6/
drwxrwxr-x 7 root root 1024 Mar 21 00:21 X11R6/

(We've truncatedhelist; normally/usr is quiteabit morecrowdedthanthis.)

Thekey hereis theline endingwith "X11 -> X11R6/". Thisis known asa"sym-
bolic link". It's away of referringto afile (here,a directoryfile) by anothemame.
In this casejf we usedthe path/usr/X11 , or/ust/X11R6 it shouldrt make a
difference.It certainlydoesn’'tmake a differenceto programsthat simply wantac-
cesdo thefile. Butit doesmake a differenceto RPM, becaus&kPM doesn’tusethe
filenameto accesshefile. RPMuseghefilenameasakey into its databaselt would
bevery difficult, if notimpossible to keeptrackof all the symlinkson a systemand
try every possiblepathto a file duringa query

Whatto do? Therearetwo options:

1. Make sureyoualwaysspecifyapathfreeof symlinks. This canbe prettytough,
though.An alternatve approachs to usenamei to trackdown symlinks:

# namei /usr/X11/bin/xterm
f. Jusr/X11/bin/xterm

d/

d usr

| X11 -> X11R6

d X11R6
d bin
- Xterm
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It's pretty easyto seethe X11 to X11R6 symlink. Usingthis approachyou can
enterthe non-symlinled pathandgetthe desiredresults:
# rpm -gf /usr/X11R6/bin/xterm

XFree86-3.1.2-5
#

2. Changeyourdirectoryto theoneholdingthefile youwantto query Evenif you
usea symlinked pathto getthere,queryingthe file shouldthenwork asyou’d
expect:

# cd Jusr/X11/bin
# rpm -gf xterm

XFree86-3.1.2-5
#

Soif you geta"not ownedby any package'error, andyou think it maynot betrue,
try oneof the approacheabove.

-p <fil e>— Query a Specific RPM Package File

Up to now, every meansof specifyinga packagdao anRPM queryfocusedon pack-
agesthat had alreadybeeninstalled. While it's certainlyvery usefulto be ableto
dredgeup informationaboutpackageghat arealreadyon your systemwhat about
packageshathaven’t yetbeeninstalled?The-p optioncando thatfor you.

Onesituationwherethis capabilitywould help, occurswhenthe nameof a package

file hasbeenchanged Sincethenameof thefile containinga packagenasnothingto

dowith thenameof the packagdthough,by traditionit’s niceto namepackagdiles

consistently)we canusethis optionto find out exactly whatpackageafile contains:
# rpm -qp foo.bar

rpm-2.3-1
#
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With onecommandRPM givesyou theanswer 1

The-p optioncanalsouseUniform Resource L ocators to specify packagefiles.

SedSecitionZ. Z. TJORCSANohervay 1o SpecifyPackage Fifeg for moreinforma-
tion on usingURLSs.

Therés onelasttrick up -p ’s sleeve — it canalsoperforma queryby readinga
packagdrom standardnput. Herés anexample:

# cat bother-3.5-1.i386.rpm | rpm -gp -
bother-3.5-1
#

We pipedthe outputof cat into RPM. The dashat the end of the commandiine
directsRPM to readthe packagdrom standardnput.

-g <group>: Query Packages Belonging To Group <gr oup>

When a packageis built, the packagebuilder must classify the package grouping
it with otherpackageshatperformsimilar functions. RPM givesyou the ability to
gueryinstalledpackagedasedntheir groups.For example thereis agroupknown
asBase. Thisgroupconsistof packageshatprovidelow-level structurefor aLinux
distribution. Let's seewhatinstalledpackagesnake up the Base group:

# rpm -qg Base
setup-1.5-1
pamconfig-0.50-5
filesystem-1.2-1
crontabs-1.3-1
dev-2.3-1
etcskel-1.1-1
initscripts-2.73-1
mailcap-1.0-3
pam-0.50-17
passwd-0.50-2
redhat-release-4.0-1
rootfiles-1.3-1
termcap-9.12.6-5
#

1 onmostLinux systemsthefile ~ commandcanbe usedto obtainsimilar information. SeefppendixA, |

Formarof theRPIViFig for detailson how to addthis capabilityto your system’sfile  command.
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Onethingto keepin mindis thatgroupspecifcationsarecase-sensie. Issuingthe
commandpm -qg base won't produceary output.

--whatprovides <x>: Query the Packages That Provide Capability
<X>

RPM provides extensve supportfor dependenciebetweenpackages. The basic
mechanisnusedis thata packagemayrequire whatanothempackagerovides The
thing thatis requiredandprovidedcanbeasharedibrary’s sonamelt canalsobea
charactestringchoserby the packagebuilder. In ary casejt’s importantto beable
to displaywhich packageprovide a givencapability

This is just whatthe --whatprovides option does. Whenthe option, followed
by a capability is addedto a querycommand RPM will selectthosepackageshat
provide the capability Here’sanexample:

# rpm -q --whatprovides module-info
kernel-2.0.18-5
#

In this case the only packagehatprovidesthe module-info  capabilityis ker-
nel-2.0.18-5

--whatrequires <x>: Query the Packages That Require Capability
<>
The --whatrequires option is the logical complementto the --whatpro-

vides option describedabove. It is usedto display which packagesequirethe
specifedcapability Expandingontheexamplewe startedwith --whatprovides ,
let’'s seewhich packagesequirethemodule-info  capability:

# rpm -q --whatrequires module-info
kernelcfg-0.3-2
#

There’sonly onepackagehatrequiresmodule-info  — kernelcfg-0.3-2
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5.2.2 Query Commands, Part Two: Information Selection

After specifyingthe packaggor packagesyou wish to query you'll needto figure
out just what informationyou’d like RPM to retrieve. As we’ve seen,by default,
RPM only returnsthe completepackagdabel. But there’smuchmoreto a package
thanthat. Here,we’ll exploreeveryinformationselectionoptionavailableto us.

-i — Display Package Information

Adding-i torpm -q tells RPMto give you someinformationon the packageor
packageyou've selected.For the sale of clarity, let's take alook at whatit gives
you andexplain whatyou’re looking at:

# rpm -qi  rpm

Name :rpm Distribution: Red Hat Linux Vanderbilt
Version : 23 Vendor: Red Hat Software
Release 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: Thu Dec 26 23:01:51 1996 Build Host: porky.redhat.com

Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm

Size : 631157

Summary . Red Hat Package Manager

Description :

RPMis a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software  packages. A
package consists of an archive of files, and package information, including
name, version, and description.

#

There’squite a bit of informationhere,solet’s go throughit entryby entry:

* Name— Thenameof thepackage/ouqueried.Usually(but notalways)it bears
someresemblancéo the nameof the underlyingsoftware.

 Version — Theversionnumberof thesoftware,asspecifed by thesoftware’s
original creator

* Release — The numberof timesa packageconsistingof this software has
beenpackagedIf theversionnumbershouldchangethereleasenumbershould
startover againat "1".
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As you've probablynoticed thesethreepiecesof informationcomprisethe package
labelwe’ve cometo know andlove. Continuing,we have:

N

Install date — Thisis thetime whenthe packagewasinstalledon your
system.

Group — In ourexample thislookssuspiciouslyik eapath.If youwentsearch-
ing madlyfor adirectorytreeby thatname you’d comeup dry — it isn’t asetof
directoriesat all.

Whena packageouilder startsto createanew packagethey enteralist of words
thatdescribethe software. Thelist, which goesfrom leastspecifc to mostspe-
cific, attemptdo cateyorizethesoftwarein aconcisananner Theprimaryusefor

the groupis to enablegraphicallyorientedpackagemanagerdasedon RPM to

presenpackagegroupedby function. RedHatLinux’s glint commandloes
this.

Size — Thisis thesize(in bytes)of everyfile in this package It might make
yourdecisionto eraseanunuseackagesasielif youseesix or moredigitshere.

Summary — Thisis a concisedescriptionof the packagedoftware.

Description ~ — Thisisaverbosealescriptiorof thepackagedoftware. Some
descriptionsnightbe more,well, descriptivethanothers but hopefullyit will be
enoughto clueyouin asto the software’srole in the greaterschemeof things.

Distribution — Theword"distribution" is really not the besthamefor this
field. "Product"might be a betterchoice. In ary case,this is the nameof the
productthis packages a part of.

Vendor — Theorganizatiorresponsibldor building this package.

Build Date — Thetime the packagevascreated.

Build Host — Thenameof the computersystenthatbuilt the package?
Source RPM— Theprocesf building a packageaesultsin two files:

Note to software packagersChooseyour build machinenameswisely! A silly or offensive namemight be

embarrassing.
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1. Thepackagdile usedto install the packagedoftware. This is sometimes
calledthe binary package.

2. Thepackagdile containingthe sourcecodeandotherfilesusedto createthe
binary packagdile. Thisis known asthe souice RPM packagdile. Thisis
thefilenamethatis displayedin this field.

Unlessyou wantto make changedo the software, you probablywon’t needto
worry aboutsourcepackages.But if you do, stick around,becausehe second
partof this bookis for you...

-l — Display the Package’s File List
Adding-l torpm -qg tellsRPMto displaythelist of files thatareinstalledby the

specifed packageor packageslf you've usedls before,youwon't besurprisedoy
RPMs file list.

Here’salook atoneof thesmallerpackage®n RedHat Linux — adduser :

# rpm -ql adduser
/usr/sbin/adduser
#

Theadduser packageconsistsof only onefile, sotherés only onefilenamedis-
played.

-v — Display Additional Information

In somecasesthe-v optioncanbeaddedo aquerycommandor additionalinfor-
mation.The-l optionwe’ve beendiscussings anexampleof justsuchacase.Note
how the-v optionaddsverbosity:

# rpm -qlv adduser

-TWXI-XI-X- root root 3894 Feb 25 13:45 /usr/sbin/adduser
#

Looksalot liketheoutputfrom Is , doesn’tit? Lookscanbedeceving. Everything
you seehereis straightfrom RPM's database However, the formatis identicalto
Is , soit’s moreeasilyunderstoodIf thisis Greekto you, consultthels manpage.
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-c — Display the Package’s List of Configuration Files

When-c is addedto anrpm -g command,RPM will displaythe configuration
files thatarepartof the specifed packageor packagesAs mentionedearlierin the
book, conig files areimportant,becausehey controlthe behaior of the packaged
software. Let's take alook atthelist of config files for XFree86 :

# rpm -qc  XFree86
letc/X11/fs/config
letc/X11/twm/system.twmrc
/etc/X11/xdm/GiveConsole
/etc/X11/xdm/TakeConsole
/etc/X11/xdm/Xaccess
/etc/X11/xdm/Xresources
/etc/X11/xdm/Xservers
/etc/X11/xdm/Xsession
letc/X11/xdm/Xsetup_0
/etc/X11/xdm/chooser
letc/X11/xdm/xdm-config
letc/X11/xinit/xinitrc
letc/X11/xsm/system.xsm
/usr/X11R6/lib/X11/XF86Config
#

Theseare the files youd want to look at first if you were looking to customize
XFree86for your particularneeds. Justlike -1 , we canalsoaddv for morein-

formation:
# rpm -qcv  XFree86
-F--f--r--- root root 423 Mar 21 00:17 /etc/X11/fs/config
Ilr.\}vxrwxrwx- root root 30 Mar 21 00:29 /usr/X11R6/lib/X11/XF86Config -=> [..[1..]..Jetc/X11/XF86Config
#

(Notethatlastfile: RPMwill displaysymboliclinks, aswell.)

-d — Display a List of the Package’s Documentation

When-d is addedto a query we getalist of all files containingdocumentatiorior
thenamedpackageor packagesThisis a greatway to getup to speedvhenyou’re
having problemswith unfamiliar software. As with -c and-l , you'll seeeithera
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simplelist of filenamespr (if you've added-v ) amorecomprehensi list. Here’s
anexamplethatmight look dauntingatfirst, but really isn’t:
# rpm -qdcf /sbin/dump
/etc/dumpdates
/usr/doc/dump-0.3-5
/usr/doc/dump-0.3-5/CHANGES
/usr/doc/dump-0.3-5/COPYRIGHT
/usr/doc/dump-0.3-5/INSTALL
/usr/doc/dump-0.3-5/KNOWNBUGS
/usr/doc/dump-0.3-5/THANKS
/usr/doc/dump-0.3-5/dump-0.3.announce
/usr/doc/dump-0.3-5/dump.Ism
/usr/doc/dump-0.3-5/linux-1.2.x.patch
/usr/man/man8/dump.8
/usr/man/man8/rdump.8
/usr/man/man8/restore.8
/usr/man/man8/rmt.8
/usr/man/man8/rrestore.8
#

Let’s take thatalphabetsoupsetof options,oneletteratatime:

e g — Performaquery

* d — List all documentatioriiles.

e ¢ — List all config files.

 f — Querythepackagehatownsthespecifedfile (/sbin/dump ,inthiscase).

The list of files representall the documentatiorand config files that apply to the
packageowning /sbin/dump

-s — Display the State of Each File in the Package

Unlike the pastthreesectionswhich dealtwith alist of files of onetypeor another
adding-s toaquerywill list thestateof thefilesthatcompriseoneor morepackages.
| canhearyou out there;you’re saying,"What is the stateof a file?" For every file
thatRPM installs,thereis anassociatedtate. Therearefour possiblestates:

1. normal — A file in the normal statehasnot beenmodified by installing
anotherpackageon the system.
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2. replaced — Filesinthereplaced statehave beenmodified by installing
anotherpackageon the system.
3. not installed — Afileisclassifedasnot installed whenit, er, isn’t

installed! This stateis normally seenonly if the packagewvaspartially installed.
An exampleof a partially installedpackagevould be onethatwasinstalledwith
the--excludedocs option. Usingthis option,no documentatioriiles would
beinstalled. TheRPMdatabas&vouldstill containentriesfor thesamissingfiles,
but their statewould benot installed

4. net shared — Thenet shared stateis usedto supportclient systems
thatNFSmountportionsof their filesystemgrom asener. Sincethesenermost
likely exportsfilesystemso more thanoneclient, if a client eraseda package
that containedfiles on a sharedfilesystem,otherclient systemswould have in-
completelyinstalledpackagesThenet shared stateis usedto alertRPMto
thefactthatafile is on a sharedfilesystemandshouldnot be erased.Fileswill
bein thenet shared statewhentwo thingshappen:

a. Thenetsharedpath  rpmrc file entryhasbeenchangedrom its default
(null) value. 3

b. Thefile is to beinstalledin a directorywithin anetsharedpath.

Here’'sanexampleshawving how file statesappear:

# rpm -qs adduser
normal /usr/sbin/adduser
#

(Thatnormal atthestartof theline is the state followedby thefile name)

Thefile stateis oneof thetools RPM usesto determinethe mostappropriateaction
to take whenpackagesreinstalledor erased.

Now would the averagepersonneedto checkthe statesof files? Not really. But if
thereshouldbe problemsthis kind of informationcanhelpgetthingsbackontrack.

3 For moreinformationon rpmrc file entries pleaseeferto BppendixXB gl pnr ¢[Fig.
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--provides  : Display Capabilities Provided by the Package

By adding--provides to a query command,we can seethe capabilitiespro-
vided by oneor morepackageslf the packagedoesn’tprovide ary capabilitiesthe
--provides option produceso output:

# rpm -q --provides rpm

However, if apackagedoesprovide capabilitiesthey will bedisplayed:

# rpm -q --provides foonly
index
#

It's importantto remembethatcapabilitiesarenotfilenames.In theabove example,
thefoonly packagecontainsnofile calledindex ; it's justa charactestringthe
packagebuilder chose.Thisis no differentfrom the following example:

# rpm -q --provides libc

libm.so.5

libc.so0.5
#

While theremight be symlinksby thosenamesn /lib , capabilitiesarea property
of the padkage, not afile containedn the package!

--requires  : Display Capabilities Required by the Package
The --requires option (-R is equvalent) is the logical complementto the

--provides option. It displays the capabilities required by the specifed
package(s)If apackageéhasno requirementsthere’sno output:

# rpm -q --requires adduser

In casesvherethereare requirementsthey aredisplayedasfollows:

# rpm -q --requires rpm
libz.so.1
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libdb.so0.2
libc.so0.5
#

It's alsopossiblethatyou’ll comeacrosssomethindik e this:

# rpm -q --requires blather
bother >= 3.1
#

Packagegnay alsobe built to requireanotherpackage.This requirementanalso
includespecifc versions.In theexampleabove,thebother packages requiredoy
blather ; specifcally, aversionof bother greaterthanor equalto 3.1.

Herés somethingworth understanding. Let's say we decideto track down the
bother thatblather saysit requires. If we useRPM’s query capabilities,we
couldusethe--whatprovides packageselectionoptionto try to find it:

# rpm -q --whatprovides bother
no package provides bother

No dice. This mightleadyouto believe thattheblather  packagehasa problem.
Themoralof this storyis that,whentrying to find out what packagdulfills another
package’sequirementsit’s agoodideato alsotry asimplequeryusingtherequire-
mentasapackageame.Continuingourexampleabove, let’s seef there’sapackage
calledbother

# rpm -q bother

bother-3.5-1
#

Bingo! However, if we seewhatcapabilitiegshebother packagerovides,wecome
up dry:

# rpm -q --provides bother
#
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The reasonfor the lack of outputis that all packagesby default, "provide” their
packagename(andversion).

--dump : Display All Verifiab le Information for Each File

The--dump optionis usedto displayevery pieceof informationRPM hasononeor
morefiles listedin its databaseTheinformationis listedin a very concisefashion.
Sincethe--dump optiondisplaysfile-relatedinformation,the list of files mustbe
choserby usingthe-l , -c , or-d options(or somecombinationthereof):

# rpm -ql --dump adduser

/usr/sbin/adduser 4442 841083888 ca5fab3dc74952aa5b5e3a5fa5d8904b 0100755
root root 0 0 0 X
#

Whatdoesall this stuff mean?Let’s go throughit, item-by-item:
* The/usr/sbin/adduser issimple:it's thenameof thefile beingdump'ed.

4442 is thesizeof thefile, in bytes.

How about841083888 ? It's thetimethefile waslastmodified,in secondpast
the Unix zerodateof Januaryl, 1970.

e The cab5fab3dc74952aa5b5e3a5fa5d8904b is the MD5 checksumof
thefile's contentsall 128 bits of it.

* If youguessed®100755 wasthefile’s mode,you'd beright.
* Thefirstroot representshefile’s owner
* Thesecondoot isthefile’s group.

* We'll take thenext part(0 0) in onechunk. Thefirst zeroshavs whetherthe
file is aconfig file. If zero,asin this case thenthefile is nota confg file. The
next zeroshavs whetherthefile is documentation Again, sincethereis a zero
here,this file isn’t documentationeither

* Thefinal O representthefile’s majorandminornumbers.Thesearesetonly for
device specialfiles. Otherwise,t will be zero.
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« If thefile wereasymlink, the spottakenby the X would containa pathpointing
to the linkedfile.

Normally, the--dump optionis usedby peoplethatwantto extractthefile-related
informationfrom RPM andprocesst somehav.

--scripts — Show Scripts Associated With a Package

If youadd--scripts (thats twodashes)o aquery yougetto seealittle bit more
of RPM’s underlyingmagic:

# rpm -q --scripts XFree86

preinstall script:
(none)
postinstall script:
/sbin/ldconfig
/sbin/pamconfig --add  --service=xdm --password=none --sesslist=none
preuninstall script:
(none)
postuninstall script:
/sbin/ldconfig
if [ "$1" = 0] ; then
/shin/pamconfig --remove --service=xdm --password=none --sesslist=none

fi

verify  script:
(none)

#

In this particularcasethe XFree86 packagéiastwo scripts:onelabeledpostin-
stall , andonelabeledpostuninstall . As you mightimagine,the postinstall
scriptis executedust afterthe package’diles have beeninstalled;the postuninstall
scriptis executedust afterthe packagés files have beenerased.

Basedonthelabelsin thisexample,you’'d probablyimaginethata packageanhave
asmary asfive differentscripts. You'd beright:
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=

The preinstallscript, which is executedjust befoe the package’iles arein-
stalled.

2. The postinstallscript, which is executedjust after the package’siles arein-
stalled.

3. The preuninstallscript, which is executedjust befoe the package’siles are
removed.

4. The postuninstallscript, which is executedjust after the package’sfiles are
removed.

5. And finally, the verify script. While it's easyto figure out the other scripts’
functionsbasedon their name,what doesa script called verify do? Well, we
haven’t gottento it yet, but packagesanalsobe verified for properinstallation.
This scriptis usedduring verification. 4

Is this somethingyou’ll needvery often?As in the caseof displayingfile statesnot
really. But whenyou needit, you really needit!

--queryformat — Construct a Custom Query Response

OK, sayyou're still not satisfed. You'd like someadditionalinformation, or you
think a differentformatwould be easieron the eyes. Maybeyou wantto take some
informationon the packagegouve installedandrun it througha script for some
specializedorocessing.You cando it, usingthe --queryformat option. In fact,
if youlook backatthe outputof the-i option,RPM wasusing--queryformat
internally. Here’show it works:

On the RPM commandline, include --queryformat . Right after that, entera
formatstring, enclosedn singlequotes' ".

Theformatstring canconsistof a numberof differentcomponents:

» Literal text, including escapesequences.

» Tags,with optionalfield width, formatting,anditerationinformation.
* Array lterators.

4 For moreinformationon packageverification, pleaseseeSEctions-Tf pm - E[WHaIDoesIr Do,
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Let's look at eachof thesecomponents.

Literal text

Any partof aformatstringthatis not associatedavith tagsor arrayiteratorswill be
treatedasliteral text. Literal text is justthat: It's text thatis printedjust asit appears
in the format string. In fact, a format string canconsistof nothingbut literal text,
althoughthe outputwouldnt tell us muchaboutthe packagedeingqueried.Let’s
givethe--queryformat optionatry, usingaformatstringwith nothingbut literal
text:

# rpm -q --queryformat 'This is a testl’ rpm
This is a testl#

The RPM commandmightlook alittle unusual but if you take out the --query-
format option,alongwith its formatstring,you’ll seethisis justanordinaryquery
of therpm package Whenthe --queryformat optionis presentRPM will use
thetext immediatelyfollowing the optionasa formatstring. In our case theformat
stringis 'This is a test’ . Thesinglequotesarerequired. Otherwise,it's
likely your shellwill complainaboutsomeof thecharactergontainedn theaverage
format string.

The outputof this commandappearon the secondine. As we cansee,theliteral
text from theformatstring wasprintedexactly asit wasentered.

Carriage Contr ol Escape Sequences

Wait a minute. Whatis that# doingat the endof the output?Well, that’'s our shell
prompt. You see,we didn’t direct RPM to move to a new line after producingthe
output,sothe shellpromptendedup beingtackedto the endof our output.

Is therea way to fix that? Yes,thereis. We needto usean escapesequence An
escapesequencés a sequencef charactershatstartswith a backslash{\ ). Escape
sequenceaddcarriagecontrolinformationto aformatstring. Thefollowing escape
sequencesanbe used:

* \a — Produces bell or similar alert.
* \b — Backspacesnecharacter
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* \f — Outputsa form-feedcharacter

* \n — Outputsa newline charactesequence.
* \r — Outputsa carriagereturncharacter

» \t — Causes horizontaltah

» \v — Causes verticaltah

« \\ — Displaysabackslaskcharacter

Basedonthislist, it seemghata\n escapeequenceattheendof theformatstring
will put our shellprompton the next line:

# rpm -q --queryformat 'This is a testl\n’ rpm
This is a test!
#

Much better...

Tags

The mostimportantpartsof a format string arethe tags. Eachtag specifes what
informationis to bedisplayedandcanoptionallyincludefield-width, aswell asjus-
tificationanddataformattinginstructions 5But for now, let’s look atthebasictag. In

fact,let’s look atthree— thetagsthat print the packagename version,andrelease.

Strangelyenough thesetagsare calledNAMEVERSION andRELEASE In order
to be usedin a format string, the tag namesmustbe enclosedn curly bracesand
precededy a percentsign. Let’s giveit atry:

# rpm -q --queryformat '%{NAME}%{VERSION}%{RELEASE}\n’ rpm

rpm2.31
#

Let's adda dashbetweernthe tagsandseeif thatmakesthe outputa little easierto
read:

> RPM usesprintf  to do--queryformat formatting. Thereforeyou canuseary of theprintf ~ format
modifiers discussedn the printf(3) manpage.




Section 5.2:The Parts of an RPM Query 107

# rpm -q --queryformat '%{NAME}-%{VERSION}-%{RELEASE}n ' rpm
rpm-2.3-1
#

Now our formatstring outputsstandardpackagdabels.

Field Width and Justification

Sometimest’s desirableto allocatefields of a particularsizefor atag. Thisis done
by putting the desiredfield width betweenthe tag’s leadingpercentsign, and the
openingcurly brace.Usingour package-label-producirfgrmatstring, let’s allocate
a 20-charactefield for the version:

# rpm -q --queryformat '%{NAME}-%20{VERSION}-%{RELEASE}\n ' rpm

rpm- 2.3-1
#

Theresultis afield of 20 characters17 spacesfollowedby thethreecharactershat
malke up the version.

In this case the versionfield is right justified; thatis, the datais printedat the far
right of the outputfield. We canleft justify the field by precedingthe field width
specifcationwith a dash:
# rpm -q --queryformat '%{NAME}-%-20{VERSION}-%{RELEASE}n ' rpm
-1

rpm-2.3
#

Now theversionis printedatthefar left of the outputfield. You mightbewondering
whatwould happernif thefield width specifcationdidn't leave enoughroomfor the
databeing printed. The field width specifcation can be consideredhe minimum
width the field will take. If the databeingprintedis wider, the field will expandto
accommodaté¢he data.

Modifier s — Making Data More Readable

While RPMdoesdts bestto appropriatehdisplaythedatafrom a--queryformat
therearetimeswhenyou’ll needto lendahelpinghand.Here’sanexample.Saywe
wantto displaythenameof eachinstalledpackagefollowedby thetime the package
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wasinstalled. Looking throughthe availabletags,we seeINSTALLTIME . Great!

Lookslike this will besimple:

# rpm -qa --queryformat '%{NAME} was installed on
%{INSTALLTIME}N’

setup was installed on 845414601
pamconfig was installed on 845414602
filesystem was installed on 845414607

rpm was installed on 851659311

pgp was installed on 846027549
#

Well, thats alot of output,but notveryuseful. Whatarethosenumbers RPMdidn’t
lie -- they're thetimethepackagesvereinstalled. Theproblemis, thetimesarebeing
displayedn theirnumericform usedinternallyby the operatingsystemandhumans

like to seethe day, month,year andsoon.

Fortunately there’sa modifier for just this situation. The nameof the modifier is
:date , andit follows the tag name. Let’s try our exampleagain,this time using

date

# rpm -qa --queryformat '%{NAME} was installed on
%{INSTALLTIME:date}\n’

setup was installed on Tue Oct 15 17:23:21 1996
pamconfig was installed on Tue Oct 15 17:23:22 1996
filesystem was installed on Tue Oct 15 17:23:27 1996

rpm was installed on Thu Dec 26 23:01:51 1996
pgp was installed on Tue Oct 22 19:39:09 1996
#

Thatsureis alot easierto understandisn’t it?
Here'salist of the availablemodifiers:

» The:date modifier displaysdatesin human-readabléorm.

846027549 into Tue Oct 22 19:39:09 1996.

It transforms

 The:perms modifier displaysfile permissionsgn an easy-to-readormat. It

changes32275 to -rwxr-xr-x-
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 The:depflags  modifier displaystheversioncomparisorilagsusedn depen-
deng processingin human-readableorm. It turns12 into >=.

 The:fflags  modifier displaysac if thefile hasbeenmarkedasbeingacon-
figurationfile, ad if thefile hasbeenmarkedasbeinga documentatiorile, and
blank otherwise.Thus,2 becomed.

Array lterator s

Until now, we’ve beenusingtagsthatrepresensingledataitems. Thereis, for exam-
ple,only onepackagenameor installationdatefor eachpackage However, thereare
othertagsthatcanrepresenmary differentpiecesof data. Onesuchtagis FILE-

NAMESwhich canbeusedto displaythe namesof everyfile containedn a package.

Let's puttogethemmformatstringthatwill displaythepackageame followedby the
nameof everyfile thatpackagecontains.We'll try it ontheadduser packagdirst,
sinceit containsonly onefile:

# rpm -q --queryformat '%{NAME}: %{FILENAMES})\n’ adduser

adduser:  /usr/sbin/adduser
#

Hey, notbad— gotit onthefirst try. Now let’s try it on a packagewith morethan
onefile:
# rpm -q --queryformat '%{NAME}: %{FILENAMESH)\n’ etcskel

etcskel: (array)
#

Hmmm. Whatwentwrong? It worked before.. Well, it worked beforebecause¢he
adduser packagecontainedonly onefile. The FILENAMEStagpointsto anarray
of namessowhenthereis morethanonefile in apackagethere’sa problem.

But thereis a solution. It's calledaniterator. An iteratorcanstepthrougheachen-
try in anarray producingoutputasit goes.lteratorsarecreatedvhensquarebraces
encloseoneor moretagsandliteral text. Sincewe wantto iteratethroughtheFILE-
NAMESarray let’'s enclosethattagin theiterator:
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# rpm -q --queryformat '%{NAME}: [%{FILENAMES}\n’ etcskel
etcskel: letc/skelletc/skel/. Xclients/etc/skel/. Xdefaults/etc/skel/.ba
#

Therewasmoreoutput— it wentright off thescreerin onelongline. Theproblem?
We didn’t includea newline escapesequencénsidetheiterator Let's try it again:

# rpm -q --queryformat '%{NAME}: [%{FILENAMESHn]’ etcskel
etcskel: letc/skel

letc/skell. Xclients

/etc/skell/. Xdefaults

letc/skell/.bash_logout

letc/skell/.bash_profile

/etc/skell.bashrc

/etc/skell.xsession

#

That's morelike it. If we wanted,we could put anotherfile-relatedtag inside the
iterator If weincludedthe FILESIZES tag,we’d beableto seethe nameof each
file, aswell ashow big it was:

# rpm -q --queryformat '%{NAME}: [%{FILENAMES} (%{FILESIZES}
bytes)\n]’ etcskel
etcskel: letc/skel (1024 bytes)

letc/skell.Xclients (551 bytes)
letc/skel/.Xdefaults (3785 bytes)
letc/skell/.bash_logout (24 bytes)
letc/skell/.bash_profile (220 bytes)
letc/skell.bashrc (124 bytes)
letc/skell.xsession (9 bytes)

#

That'sprettynice. But it would be evennicerif the packagenameappearean each
line, alongwith the filenameand size. Maybe if we put the NAMEag inside the
iterator:

# rpm -q --queryformat [%{NAME}: %{FILENAMES} \
?  (%{FILESIZES} bytes)\n]’ etcskel
etcskel: /etc/skel(parallel array size mismatch)#
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The error messagesaysit all. The FILENAMESandFILESIZES arraysarethe
samesize. TheNAMBagisn't evenanarray Of coursethe sizesdon’t match!
Iterating Single-Entr y Tags

If atagonly hasonepieceof data,it’'s possibleto putit in aniteratorandhaveits one
pieceof datadisplayedwith everyiteration. Thisis doneby precedinghetagname
with anequalsign. Let’s try it out on our currentexample:

# rpm -q --queryformat [%{=NAME}: %{FILENAMES} (%{FILESIZES}
bytes)\n]’ etcskel

etcskel: letc/skel (1024 bytes)

etcskel: letc/skell/.Xclients (551 bytes)

etcskel: letc/skel/. Xdefaults (3785 bytes)

etcskel: /etc/skel/.bash_logout (24 Dbytes)

etcskel: /etc/skel/.bash_profile (220 bytes)

etcskel: /etc/skel/.bashrc (124 bytes)

etcskel: /etc/skel/.xsession (9 bytes)

#

That’'s aboutall thereis to format strings. Now, if RPM’s standardoutputdoesn’t
giveyouwhatyouwant,you have noreasorto complain.Just--queryformat it!

In Case You Were Wondering...

What'sthat? You sayyou don’t know whattagsareavailable?You canuseRPM’s
--querytags option. Whenusedasthe only option (ie, rpm --querytags ),
it produceslist of availabletags.It shouldbenotedthatRPMdisplaysthecomplete
tagname.For instance RPMTAG_ ARCid the completename yetyou’ll only need
to useARCHn your formatstring. Here’sa partialexampleof the --querytags
optionin action:

# rpm --querytags

RPMTAG_NAME

RPMTAG_VERSION
RPMTAG_RELEASE

RPMTAG_VERIFYSCRIPT
#
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Be forewarned:thefull list is quitelengthy At thetime this bookwaswritten, there
wereover 70tags! You'll noticethateachtagis printedin uppercaseandis preceded
with RPMTAG. If we wereto usethatlasttag, RPMTAG_VERIFYSCRIP[Tin a

formatstring,it couldbe specifedin ary of thefollowing ways:

%{RPMTAG_VERIFYSCRIPT}
%{RPMTAG_VerifyScript}
%{RPMTAG_VeRiFyScRiPt}
%{VERIFYSCRIPT}
%{VerifyScript}

%{VeRiFyScRiPt}

Theonly hard-and-&struleregardingtagsis thatif youincludetheRPMTAG prefix,
it mustbe all uppercase.The fourth exampleabove shaws the traditional way of
specifyingatag— prefix omitted,all uppercaseThe choice,however, is yours.

Oneotherthing to keepin mind is that not every packagewill have every type of
taggednformationavailable. In casesvheretherequestednformationis not avail-
able,RPMwill display(none) or (unknown) . Therearealsoafew tagsthat,for
onereasoror anotheywill not produceusefuloutputwhenusingin aformatstring.

Foracomprehensk list of queryformatags,pleasesegAppendixD, pvaitablie Tagg
For | - quer yf or nat|.

5.2.3 Getting alot more information with -vv

Sometimest's necessaryo have even mote informationthanwe cangetwith -v .
By addinganothew, we canstartto seemoreof RPM’s innerworkings:

# rpm -qvwv rpm

D: opening database in //var/lib/rpm/
D: querying record number 2341208
rpm-2.3-1

#
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Thelinesstartingwith D: havebeeraddedoy using-vv . WecanseewheretheRPM
databaseslocatedandwhatrecordnumbercontainsnformationontherpm-2.3-1
package Following thatis the usualoutput.

In thevastmajority of casesit will notbenecessaryo use-vv . It is normallyused
by software engineersvorking on RPM itself, and the outputcan changewithout
notice. However, it's a handyway to gaininsightsinto RPM’s innerworkings.

5.2.4 --root <pat h>: Use <pat h> As An Alternate Root

Adding--root  <pat h>toaquerycommandorcesRPMto assumehatthedirec-
tory specifed by <pat h> is actuallythe"root" directory In addition,RPM expects
its databaséo residein thedirectoryspecifed by thedbpath rpmrc file entry, rel-
ative to <pat h>. 6

Normally this optionis only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk”, and somepackagesieedto be re-installedin
orderto restorenormaloperation.

5.2.5 --rcfile <rcfile>: Use <rcfil e>As An Alternate
romrc File
The--rcfile optionis usedto specifyafile containingdefault settingsfor RPM.

Normally, this optionis notneededBy default, RPM usegetc/rpmrc ~ andafile
named.rpmrc , locatedin your login directory

Thisoptionwould beusedif therewasaneedto switchbetweerseveralsetsof RPM
options. Software developerandpackagebuilderswill bethe peopleusing--rc-

file . Formoreinformationonrpmrc files, seeAppendixB, [The} pnr c[Fitg.

5.2.6 --dbpath  <pat h>: Use <pat h> To Find RPM
Database
In orderfor RPMto doits handiwork, it needsaccesso anRPM databaseNormally,

this databasexistsin the directoryspecifed by therpmrc file entry dbpath . By
default, dbpath is setto /var/lib/rpm

6 For moreinformationon rpmrc file entries,seeAppendixB, e [Fig.
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Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath  optionis probablya betterchoicewhenthe databasgathneedsto be
changedemporarily An exampleof atime the--dbpath  optionwould comein
handyis whenit's necessaryo examinean RPM databaseopiedfrom anothersys-
tem. Granted,it's not a commonoccurrencehut it's difficult to handleary other
way.

5.3 A Few Handy Queries

Below aresomeexamplesof situationsyou mightfind yourselfin, andwaysyou can
useRPMto gettheinformationyou need.Keepin mindthatthesearejustexamples.
Don't be afraidto experiment!

5.3.1 Finding Config Files Based on a Program Name

You're settingup a new system,andyou’d like to implementsomesystem-wide
aliasesfor peopleusingthe Bourne Again SHell, bash . The problemis you just
can’t rememberthe nameof the system-widenitialization file usedby bash, or
whereit resides:

# rpm -qcf  /bin/bash

/etc/bashrc
#

Ratherthanspendingime trying to huntdown thefile, RPMfindsit for youin sec-
onds.

5.3.2 Learning More About an Uninstalled Package

Practicallyany optioncanbe combinedwith -qp to extractinformationfroma.rpm
file. Let's sayyou have anunknown .rpm file, andyou’d like to know a bit more
beforeinstallingit:

# rpm -qpil  foo.bar

Name rpm Distribution: Red Hat Linux Vanderhilt
Version : 23 Vendor: Red Hat Software

Release 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: (none) Build Host: porky.redhat.com

Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm

Size . 631157
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Summary . Red Hat Package Manager

Description

RPMis a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software  packages. A
package consists of an archive of files, and package information,
including name, version, and description.

/bin/rpm

{usr/bin/find-provides
lusr/bin/find-requires
lusr/bin/gendiff
lusr/bin/rpm2cpio
lusr/doc/rpm-2.3-1

/'l.J.sr/src/redhat/SOU RCES
/usr/src/redhat/SPECS
/usr/src/redhat/SRPMS

#

By displayingthe packagenformation,we know thatwe have apackagdile contain-
ing RPMversion2.3. We canthenperusehefile list, andseeexactly whatit would
install beforeinstalling it.

5.3.3 Finding Documentation for a Specific Package

Pickingonbash somemore,yourealizethatyourknowledgeof thesoftwareis lack-
ing. You'd liketo seewhenit wasinstalledonyour systemandwhatdocumentation
is availablefor it:

# rpm -qid bash

Name :bash Distribution: Red Hat Linux (Picasso)
Version :1.14.6 Vendor: Red Hat Software

Release 2 Build Date: Sun Feb 25 13:59:26 1996
Install date:Mon May 13 12:47:22 1996 Build Host: porky.redhat.com

Group :Shells Source RPM: bash-1.14.6-2.src.rpm

Size 1486557

Description :GNU Bourne Again Shell (bash)
/usr/doc/bash-1.14.6-2

/usr/doc/bash-1.14.6-2/NEWS
/usr/doc/bash-1.14.6-2/README
/usr/doc/bash-1.14.6-2/RELEASE
lusr/info/bash.info.gz

/usr/man/manl/bash.1

#
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You never realizedthattherecould be somuchdocumentatiorior a shell!

5.3.4 Finding Similar Packages

Lookingatbash ’s information,we seethatit belonggsto thegroup”Shells". You're
notsurewhatothershellpackagesreinstalledonyour system.If you canfind other
packagesn the"Shells"group,you’ll have foundthe otherinstalledshells:

# rpm -qa --queryformat '%10{NAME} %20{GROUP}Mn’ | grep -i shells
ash Shells
bash Shells
csh Shells
mc Shells
tcsh Shells
#

Now you canqueryeachof thesepackagesandlearnmoreaboutthem,too. 7

5.3.5 Finding Recently Installed Packages, Part |

Youremembeinstallinganew packageafew daysago. All you know for certainis
thatthe packagdnstalleda new commandn the/bin  directory Let’s try to find
the package:

# find /bin -type f -mtime -14 | rpm -qF

rpm-2.3-1
#

Lookslike RPM version2.3 wasinstalledsometiman the lasttwo weeks.

5.3.6 Finding Recently Installed Packages, Part Il

Anotherway to seewhich packagesvererecentlyinstalledis to usethe--query-
format option:

7 Did you seethis exampleandsayto yourself,"Hey, they could’ve usedthe -g optionto queryfor thatgroup
directly"? If you did, you've beenpayingattention. This is amoregeneralway of searchinghe RPM database
for information: we just happenedo searchby groupin this example.
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# rpm -qa --queryformat "%{installtime}
%{name}-%{version}-%{release} %({installtime:date}\n’
| sort -nr +1 | sed -e ’'s/[M A
rpm-devel-2.3-1 Thu Dec 26 23:02:05 1996
rpm-2.3-1  Thu Dec 26 23:01:51 1996
pgp-2.6.3usa-2 Tue Oct 22 19:39:09 1996

pamconfig-0.50-5  Tue Oct 15 17:23:22 1996
setup-1.5-1 Tue Oct 15 17:23:21 1996
"

By having RPM includethe installationtime in numericform, it wassimpleto sort
the packagesndthenusesed to remove the user-unfriendlynumerictime.

5.3.7 Finding the Largest Installed Packages

Let's saythatyou're runninglow ondisk spaceandyou’d like to seewhatpackages
you have installed,alongwith the amountof spaceeachpackageakesup. You'd
alsolik e to seethelargestpackagesirst, soyou cangetbackasmuchdisk spaceas
possible:

# rpm -qa --queryformat "%{name-%{version}-%{release}
%{size}\n’ | sort -nr +1

kernel-source-2.0.18-5 20608472

tetex-0.3.4-3 19757371

emacs-el-19.34-1 12259914

rootfiles-1.3-1 3494

mkinitrd-1.0-1 1898

redhat-release-4.0-1 22

#

If youdon't build customkernels,or useTeX, it's easyto seehow muchspacecould
be reclaimedby remaving thosepackages.
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6 Using RPM to Verify Installed Packages

Table 6-1 rpm -V Command Syntax
rom -V or (--verify , or-y ) options
PackageSelectionOptions Page

pkgl ... pkgN Verify namedpackage(s)| [Section6.3.T,[The |
Padkage Label (=
\erify an Installed
Package Againstthe
RPM Database

-p <file> Verify againstpackage ection6.3.4F —

file <fil e>

<f i | e Verity

Againsta Speciic
Padkage File

belongingto group
<gr oup>

-f o<file> Verify packageowning ection6.3.3 T —
<file> <fileVverty |
the Package Owning
Ile
RPM Database
-a Verify all installed [Sectiont.3. 2 F A |
packages \erify All Installed
Packages Againstthe
RPM Database
-g <group> Verify packages ection6.3.5,F0

—Ll

<gr oup> Verty

PadkagesBelongingTo

IEgr 0up5||

Verify-specifc Options

Page
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--noscripts Do not execute Secilion6.3.7]
verificationscript - noscripysf DO
Not ExecutéVerification
Script
--nodeps Do not verify Section6.3.6)
dependencies F-nodeps| PO Not
Ched Dependencies
During Verification
--nofiles Do not verify file Section §.§.§_,|
attributes F-ToT 1 1 €5} D0 NOt
\erify File Attributes
GeneralOptions Page
-V Display additional Bections.3.9.F Vi
information Display Additional
Information
-W Display dehugging Sectiont.3.10F V]
information EDisplay Deftgging
Information
--root  <pat h> Setalternateroot to ectiont.3.IZF -1 oot
<pat h> <pat h> SetAlternag
Rootto Kpat h>{]
--rcfile <rcfil e> | Setalternaterpmrcfile to | [Section6.3.13,
<rcfil e> F-TCcrite
<rcfil e —Set
Alternatef pnr c[file
togrctil e
--dbpath  <pat h> Use<pat h>to find the |[Section6.3.11,
RPM database F—dbpat h Kpat h>

Usekpat h> n

RPM Database




Section 6.1:r pm- V— What Does it Do?

121

6.1 rpm -V — What Does it Do?

From time to time, it’s necessaryo make surethat everythingon your systemis
"OK". Areyousurethepackageyou’veinstalledarestill configuredproperly?Have
therebeenarny changesnadethatyoudont know about?Did you mistalenly starta
recursve deletein /usr andnow have to assesshedamage?

RPMcanhelp. It canalertyouto changesnadeto ary of thefilesinstalledby RPM.
Also, if apackageequirescapabilitiegprovidedby anothepackageit canmake sure
the otherpackages installed,too.

Thecommandpm -V (Theoptions-y and--verify areequvalent)verifiesan
installedpackage Beforewe seehow thisis done,let’s take a stepbackandlook at
the big picture.

Every time a packages installed,upgradedor erasedthe changesareloggedin

RPM’'sdatabaselt’'s necessarjor RPMto keeptrackof thisinformation;otherwise
it wouldnit beableto performtheseoperationgorrectly You canthink of the RPM

databaséandthe disk spacet consumesasbeingthe "price of admission'for the
easypackagemanagemenhat RPM provides. 1

TheRPMdatabaseeflectstheconfigurationof thesystemonwhichit residesWhen
RPM accessethe databaséo seehow files shouldbe manipulatediuringaninstall,
upgradepr eraseijt is usingthe databasasa mirror of the system’sconfiguration.

However, we canalsousethe systenconfigurationasa mirror of theRPM database.
Whatdoesthis "backward" view give us? What purposewnould be sened?

The purposewould beto seeif the systemconfigurationaccuratelyreflectsthe con-
tentsof the RPM databaself the systemconfigurationdoesn’tmatchthe database,
thenwe canreachoneof two conclusions:

1. TheRPMdatabasdasbecomecorrupt. Thesystemconfigurationis unchanged.

2. TheRPM databasés intact. The systemconfgurationhaschanged.

1 Actually, the priceis fairly low. For acompletelyRPM-based.inux distribution, it would be unusuato have
a databas@ver 5MB in size.
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While it would befoolishto statethatanRPM databasé&asnever becomecorrupt,it
is a sufficiently rareoccurrencehatthe secondconclusionis muchmorelikely. So
RPM givesusa powerful verificationtool, essentiallyfor free.

6.1.1 What Does it Verify?

It would be handyif RPM did nothingmorethanverify thateveryfile installedby a
packageactuallyexists on your system.In reality, RPM doesmuchmore. It makes
surethatif a packagedependon otherpackageso provide certaincapabilitiesthe
necessaryackagesre,in fact,installed. If the packagebuilder createdone,RPM
will alsorun a specialverificationscriptthatcanverify aspect®of the packagés in-
stallationthatRPM cannot.

Finally, everyfile installedoy RPMis examined.No lessthanninedifferentattributes
of eachfile canbe checled. Hereis thelist of attributes:

*  Owner

« Group

» Mode

« MD5 Checksum
* Size

e Major Number

e Minor Number

e SymbolicLink String
* Modification Time

Let's take alook at eachof theseattributesandwhy they aregoodthingsto check:

File Owner ship

Most operatingsystemdodaykeeptrack of eachfile’s creator Thisis doneprimar-
ily for resourceaccounting.Linux andUNIX alsousefile ownershipto helpdeter-
mine accessightsto thefile. In addition,somefiles, whenexecutedby a user can
temporarilychangethe usets 1D, normallyto a moreprivilegedID. Thereforeary
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changeof file ownershipmay have far reachingeffectson datasecurityandsystem
availability.

File Group

In asimilarmannetto file ownershipa"group" specifcationis attachedo eachfile.
Primarily usedfor determiningaccessgights, a file’s group specifcation canalso
becomea user’'sgroupID, shouldthat userexecutethe file's contents. Therefore,
ary changesn afile’s groupspecifcationareimportant,andshouldbe monitored.

File Mode

Encompassinghe file’s "permissions”the modeis a setof bits that specifes per-
mitted accesdor thefile’s owner, group membersand everyoneelse. Even more
importantaretwo additionalbits that determinewhethera user’sgroupor useriD
shouldbechangedf they executethe programcontainedn thefile. Sincethesdittle
bombshellsanlet any userbecomeroot for thedurationof the programit paysto
be extra carefulwith afile’s permissions.

MD5 Checksum

The MD5 checksunof afile is simply a 128-bitnumberthatis mathematicallyde-
rivedfrom the contentsf thefile. TheMD5 algorithmwasdesignedy RonRivest,
the"R" in the popularRSA public-key encryptionalgorithm. The"MD" in "MD5"

standdor Messa@e Digest whichis a pretty accuratedescriptionof whatit does.

Unlikeliterary digestsanMD5 checksuntornveys noinformationaboutthecontents
of the original file. However, it possessesneuniquetrait:

* Anychangeto the file, no matterhow small, resultsin a changeto the MD5
checksum.2

RPM createsMD5 checksumf all files it manipulatesandstoreshemin its data-
base For all intentsandpurposesif oneof thesefilesis changedtheMD5 checksum
will changeandRPM will detectit.

2 Froma strictly theoreticalstandpointthis is not entirelytrue. Usingthelingo of cryptologistsit is believed
to be "computationallyinfeasible"to find two messagethatproducethe sameMD5 checksum.
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File Size

As if theuseof MD5 isn’'t enough RPM alsokeepstrackof file sizes.A difference
of evenonebytemoreor lesswill notgo unnoticed.

Major Number

Device characteandblock files possesa majornumber The majornumberis used
to communicatenformationto the device driver associateavith the speciaffile. For
instanceunderLinux thespeciaffilesfor SCSldisk drivesshouldhave amajornum-
berof 8, while themajornumberfor anIDE disk drive’s specialffile would be 3. As
you canimagine,ary changeto a file’s major numbercan have disastrouseffects,
andis tracked by RPM.

Minor Number

A file’s minor numberis similar in conceptto themajornumbery but corveys differ-
entinformationto the device driver. In the caseof disk drives,this informationcan
consistof aunit identifier. Shouldthe minor numberchangeRPMwill detectit.
Symbolic Link

If thefile in questionis really asymboliclink, thetext stringcontainingthe nameof
the linked-tofile is checled.

Modification Time

Most operatingsystemseeptrack of the dateandtime thata file waslastmodified.
RPM useshis to its advantageby keepingmodificationtimesin its database.

6.2 When Verification Fails — rpm -V Output

Whenverifying apackageRPM produce®utputonlyif thereis averificationfailure.
Whenafile fails verification,theformatof the outputis a bit cryptic, but it packsall
theinformationyou needinto oneline perfile. Hereis the format:

SM5DLUGTc <fil e>

Where:
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* Sisthefile size.

* Misthefile’s mode.

* 5istheMD5 checksunof thefile.

* Disthefile’s majorandminor numbers.
* L isthefile’s symboliclink contents.

* Uis ownerof thefile.

* Gisthefile’s group.

* T isthemodificationtime of thefile.

* c appear®nly if thefile is aconfigurationfile. Thisis handyfor quickly iden-
tifying config files, asthey areverylikely to changeandthereforeyery unlikely
to verify successfully

<fi | e> is thefile thatfailedverification. The completepathis listedto make
it easyto find.

It’s unlikely thateveryfile attribute will fail to verify, so eachof the eightattribute

flagswill only appeaiif thereis a problem.Otherwisea"”. " will beprintedin that
flag’s place. Let's look at an exampleor two:

M5...T fusr/X11R6/lib/X11/fonts/misc/fonts.dir

In this case the mode,MD5 checksumandmodificationtime for the specifed file
have failedto verify. Thefile is notaconfg file (Notetheabsencef a"c" between
the attribute list andthe filename).

S5...T c /etc/passwd

Here,thesize,checksumandmodificationtime of thesystempassverdfile haveall
changed.The"c" indicatesthatthis is a config file.

missing Ivar/spool/at/spool
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This last exampleillustrateswhat RPM doeswhen a file, that shouldbe there,is
missingentirely.

6.2.1 Other Verification Failure Messages
Whenrpm -V findsotherproblemstheoutputis a bit easierto understand:

# rpm -V blather
Unsatisfied dependencies for blather-7.9-1: bother >= 3.1
#

It's prettyeasyto seethattheblather packageequiresatleastversion3.1of the
bother package.

The outputfrom a package’sverification scriptis a bit harderto cateyorize,asthe
script’'scontentsaswell asits messagesreentirely up to the packagebuilder.

6.3 Selecting What to Verify, and How

Thereareseveralwaysto verify packagestalledonyour system.If you'vetakena
look atRPM’s querycommandyou’ll find thatmary of themaresimilar. Let’s start
with the simplestmethodof specifyingpackages— the packagdabel.

6.3.1 The Package Label — Verify an Installed Package
Against the RPM Database

You cansimply follow therpm -V commandwith all or partof apackagdabel. As
with every otherRPM commandhatacceptgpackagdabels,you’ll needto carefully
specify eachpart of the label you include. Keepin mind that packagenamesare
case-sensite,sorpm -V PackageName andrpm -V packagename arenot
thesame.Let's verify theinitscripts package:

# rpm -V initscripts
#

While it lookslike RPM didn’t do anything, the following stepswere performed:

» For everyfile in the package RPM checled the nine file attributesthat were
discussedibove.
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» If thepackagewnashuilt with dependencieshe RPM databasevassearchedo
ensurethe packageshatsatisfythosedependenciesereinstalled.

* If thepackagevasbuilt with averificationscript,thatscriptwasexecuted.

In our example eachof thesestepsvasperformedwithouterror— the packageveri-
fied successfullyRememberwith rom -V you’ll only seeoutputif a packagédails
to verify.

6.3.2 -a — Verify All Installed Packages Against the RPM
Database

If youadd-a to rpm -V, you caneasilyverify every installed packageon your
system.It might take a while, but whenit’s done,you’ll know exactly what'sbeen
changedn your system:

# rpm -Va

M5...T Jusr/X11R6/lib/X11/fonts/misc/fonts.dir
missing Ivar/spool/at/.lockfile

missing Ivar/spool/at/spool

S5..T lusr/lib/rhs/glint/icon.pyc

5. T ¢ /etc/inittab

.5 /usr/bin/loadkeys

#

Don't betoo surprisedf rpm -Va turnsup a surprisingnumberof files thatfailed
verification. RPM's verification processs very strict! In mary casesthe changes
flaggeddon’tindicateproblems— they areonly anindicationof your system’scon-
figurationbeingdifferentthanwhatthebuildersof theinstalledpackagesadontheir
system.Also, someattributeschangeduring normalsystemoperation.However, it
would bewiseto checkinto eachverificationfailure,justto make sure.

6.3.3 -f <file>— Verify the Package Owning <fil e>
Against the RPM Database

Imaginethis: you're hardatwork whenaprogramyou’'ve usedamillion timesbefore
suddenlystopsworking. Whatdo you do? Well, beforeusingRPM, you probably
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tried to find otherfiles associatedvith that programand seeif they had changed
recently

Now you canlet RPM do at leastpartof thatsleuthingfor you. Simply directRPM
to verify the packageowning the ailing program:
% rpm -Vf /shin/cardmgr

S5...T ¢ /etc/sysconfig/pcmcia
%

Hmmmm. Lookslike a conig file wasrecentlychanged.

Thisisn’t to saythatusingRPMto verify apackagewill alwaysgetyououtof trouble,
butit’s suchaquickstepit shouldbeoneof thefirstthingsyoutry. Here’sanexample
of rpm -Vf notworking outaswell:

% rpm -Vf /etc/blunder

file  /etc/blunder is not owned by any package
%

(NotethattheissuesurroundingRPM andsymboliclinks mentionedn X TTiCKy De-
tail[in Sections.2. ] alsoappliesto rpm -Vf . Watchthosesymlinks!)

6.3.4 -p <file>— Verify Against a Specific Package File

Unlikethepreviousoptionstorpm -V, eachof whichverifiedoneor morepackages
againstRPM’s databasethe-p optionperformsthe sameverification,but againsia
packagefile. Why on earthwould you wantto do this whenthe RPM databases
sitting therejust waiting to be used?

Well, whatif youdidn’t haveanRPMdatabase¥hile it isn't acommonoccurrence,
power failures,hardware problems andinadwertentdeletions(alongwith non-«is-
tentbackups)anleave your system'sansdatabase"Thenyour systemhiccups—
whatdo you do now?

This is wherea CD full of packagefiles canbe worth its weightin gold. Simply
mountthe CD andverify to your heart’scontent:

# rpm -Vp /mnt/cdrom/RedHat/RPMS/i386/adduser-1.1-1.i386.rpm
#
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Whatever elsemight bewrongwith this system at leastwe canaddnew users.But
whatif you have manypackageso verify? It would be avery slow processloingit
onepackageatatime. That'swherethe next optioncomesn handy...

6.3.5 -g <group> — Verify Packages Belonging To
<gr oup=>
When a packageis built, the packagebuilder must classify the package grouping
it with otherpackageshat performsimilar functions. RPM givesyou the ability to
verify installedpackage®asedntheirgroups.For example thereis agroupknown
asShells . This groupconsistof packageshatcontain,strangelyenough shells.
Let’s verify the properinstallationof every shell-relatedpbackageon the system:

# rpm -Vg Shells

missing /etc/bashrc
#

Onethingto keepin mindis thatgroupspecifcationsarecase-sensie. Issuingthe
commandpm -Vg shells wouldn’t verify mary packages:
# rpm -Vg shells

group shells does not contain any packages
#

6.3.6 --nodeps : Do Not Check Dependencies During
Verification

Whenthe --nodeps optionis addedto a verify command,RPM will bypassits
dependengverificationprocessingln thisexample we’ve addedhe-vv optionto
sowe canwatchRPM at work:

# rpm -Vww rpm

D: opening database in /Ivar/lib/rpm/

D: verifying record number 2341208
D: dependencies: looking  for libz.so.1
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D: dependencies: looking  for libdb.so.2
D: dependencies: looking  for libc.so.5
#

As we cansee therearethreedifferentcapabilitieshattherpm packageequires:

e |ibz.so.1
e libdb.so.2
e |ibc.so.5

If weaddthe--nodeps option,thedependengverificationof thethreecapabilities
is no longerperformed:

# rpm -Vvv --nodeps rpm

D: opening database in //var/lib/rpm/
D: verifying record number 2341208
#

The line D: verifying record number 2341208 indicatesthat RPM’s
normalfile-basedverification proceedechormally.

6.3.7 --noscripts : Do Not Execute Verification Script

Adding the --noscripts optionto a verify commandpreventsexecutionof the
verification scriptsof eachpackagebeing verified. In the following example,the
packageverification scriptis executed:

# rpm -Vvv bother

D: opening database in //var/lib/rpm/

D: verifying record number 616728

D: verify script found - running from file  /var/tmp/rpm-321.vscript
+ PATH=/shin:/bin:/usr/sbin:/usr/bin:/usr/X11R6/bin

+ export PATH

+ echo This is the bother 3.5 verification script

This is the bother 3.5 verification script
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While the actualscriptis not very interesting,it did executewhenthe packagevas

beingverified. In the next example,we'll usethe--noscripts optionto prevent
its execution:

# rpm -Vvv --noscripts bother

D: opening database in //var/lib/rpm/
D: verifying record number 616728
#

As expected the outputis identicalto the prior example— minusthe lines dealing
with the verification script, of course.

6.3.8 --nofiles : Do Not Verify File Attrib utes

The--nofiles optiondisablesRPM's file-relatedverification processingWhen
thisoptionis used pnly theverificationscriptanddependengverificationprocessing
areperformed.In this example,the packagehasa file-relatedverification problem:

# rpm -Vvv bash

D: opening database in //var/lib/rpm/

D: verifying record number 279448

D: dependencies: looking  for libc.so.5

D: dependencies: looking  for libtermcap.so.2
missing /etc/bashrc

#

Whenthe--nofiles optionis addedthemissingfile doesrt causeamessagary
more:

rpm -Vw --nofiles bash

opening database in //var/lib/rpm/

verifying record number 279448
dependencies: looking  for libc.so.5
dependencies: looking  for libtermcap.so.2

®¥OOOO*

Thisis notto saythatthemissingfile problemis solved,justthatnofile verification
was performed.
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6.3.9 -v — Display Additional Information

AlthoughRPMwon’t reportanerrorwith thecommandsyntaxif youincludethe-v
option,youwon’t seemuchin theway of additionaloutput:

# rpm -Vv bash
#

Evenif thereareverificationerrors,adding-v won’t changethe output:
# rpm -Vv apmd

S5...T /etc/rc.d/init.d/apm
S5...T /usr/X11R6/bin/xapm
#

Theonly timethatthe-v optionwill produceoutputis whenthe packagebeingver-
ified hasa verificationscript. Any normaloutputfrom the scriptwon’t bedisplayed
by RPM, whenrun without-v : 3

# rpm -V bother
#

Butwhen-v is addedthescripts non-error-relatedutputis displayed:

# rpm -Vv bother
This is the bother 3.5 verification script
#

If you’relooking for moreinsightinto RPM's innerworkings,you’ll have to try the
next option:

6.3.10 -vv — Display Debugging Information

Sometimest’s necessaryo have even mote informationthanwe cangetwith -v .
By addinganotherv, that'sjustwhatwe’ll get:

# rpm -Vw rpm

3 Failure messagewill alwaysbe displayed.
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opening database in //var/lib/rpm/
verifying record number 2341208
dependencies: looking  for libz.so.1
dependencies: looking  for libdb.so.2
dependencies: looking  for libc.so.5

#OOOO0O

Thelinesstartingwith D: havebeenaddedoy using-vv . WecanseewheretheRPM
databaseslocatedandwhatrecordnumbercontainanformationontherpm-2.3-1
package Following thatis thelist of dependenciethattherpm packageequires.

In thevastmajority of casesit will notbenecessaryo use-vv . It is normallyused
by software engineersvorking on RPM itself, and the outputcan changewithout
notice. However, it's a handyway to gaininsightsinto RPM.

6.3.11 --dbpath  <pat h>: Use <pat h> To Find RPM
Database

In orderfor RPMto doits handiwork, it needsaccesso anRPMdatabaseNormally,
this databasexistsin thedirectoryspecifed by therpmrc file entry dbpath . By
default, dbpath is setto /var/lib/rpm

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath  optionis probablya betterchoicewhenthe databasgathneedsto be
changedemporarily An exampleof a time the --dbpath  option would comein
handyis whenit's necessaryo examinean RPM databaseopiedfrom anothersys-
tem. Granted,it's not a commonoccurrencehut it’s difficult to handleary other
way.

6.3.12 --root  <pat h>: Set Alternate Root to <pat h>

Adding--root  <pat h> to averify commandorcesRPM to assumehatthe di-
rectoryspecifed by <pat h> is actuallythe "root" directory In addition,RPM ex-
pectsits databaseo residein the directory specifed by the dbpath rpmrc file
entry, relative to <pat h>. 4

4 For moreinformationonrpmrc file entries,seé
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Normally this optionis only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk”, and somepackageseedto be re-installedin
orderto restorenormaloperation.

6.3.13 --rcfile <rcfil e>: Set Alternate rpmrc file to
<rcfile>
The--rcfile optionis usedto specifyafile containingdefault settingsfor RPM.

Normally, this optionis not neededBy default, RPM usedetc/rpmrc  andafile
named.rpmrc , locatedin yourlogin directory

Thisoptionwould be usedif therewasaneedto switchbetweerseveralsetsof RPM
options. Software developerandpackagebuilderswill bethe peopleusing--rc-

file . Formoreinformationonrpmrc files, seeAppendixB, [They pnr c[Fitg.
6.4 We've Lied to You...

Not really; we justomittedafew detailsuntil you've hadachanceo seerpm -V in
action. Herearethe details:

6.4.1 RPM Controls What Gets Verified

Dependingon the type of file being verified, RPM will not verify every possible
attribute. Hereis atableshaving the attributeschecled for eachof the differentfile
types:

Table 6-2 Verification Versus File Types

File File Mode | MD5 | Major | Minor | Sym- | Owner Group| Mod-
Type | Size Checkt Num- | Num- | link ifica-
sum | ber ber String tion
Time
Di- - X - - - - X X -
rec-
tory
File
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Sym- | - X - - - X X X -
bolic
Links

FIFO |-
De- - X - X X - X X -
vices

Reg- | X X X - - - X X X
ular
Files

X
X
X

The Package Builder Can Also Control What Gets Verified

Whenapackagduildercreatesanew packagethey cancontrolwhatattributesareto
be verified on afile-by-file basis. Thereasongor excludingspecifc attributesfrom
verificationcanbe quiteinvolved, but here’sanexamplejust to give you theflavor:

Whena personlogsinto a systemtherearedevice files associateavith thatuser’s
terminalsessionIn orderfor theterminaldevice (calledtty ) to functionproperly
theownerandgroupof thedevice mustchangeo thatof thepersorioggingin. There-
fore, if RPM wereto verify the packagethat createdthetty device files, ary ttys
thatwerein useat the time would fail to verify. However, by usingthe %verify
Sdirective, a packagebuilder cansave you from trivial verificationfailures.

S SedtaPer i T y[Directv§in SecionT3-6.1for detailson Y%verify
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7 Using RPM to Verify Package Files

Table 7-1 rpm -K Command Syntax

rom -K (or--checksig ) optionsfilel.rpm ... file N.rpm
Parameters
filel.rpm Oneor moreRPM packagsdiles (URLs OK)
file  N.rpm
Checksig-speait Options Page
--nopgp Do not verify PGP Bection7.3.5F-nopopl T 1]
signatures Do Not Verity Any
PGP Signatues
GeneralOptions Page
-V Display additional Bection7.3. L VI
information Display Additional
Information
- Display dehugging Bection7.3.6,F VV[I] |
information Display Delugging
Information
--rcfile <rcfil e> | Setalternaterpmrcfile to | Section 7.3.7]
<rcfil e> F-TCcrite
<rcfil e USE
<rcfi| eASAN
Alternatef pnr c[File

7.1 rpm -K — What Does it Do?

Oneaspecbf RPMis thatyou cangeta packagdrom the Internet,andeasilyinstall
it. Butwhatdoyou know aboutthatpackagdile? Is theorganizationlistedasbeing
the"vendor"of the packageeally the organizatiorthatbuilt it? Did someonenake
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unauthorizecthangego it? Canyou trustthat, if installed,it won’t mail a copy of
your password file to a systemcracler?

Featureduilt into RPMallow youto make surethatthe packagdile you've justgot-
tenwon’t causeyou problemsonceit’s installed, whetherthe packagevascorrupted
by line noisewhenyou downloadedt, or somethingmoresinisterhappenedo it.

Thecommandpm -K (Theoption--checksig is equvalent)verifiesapackage
